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How are we defining legacy
systems?

Formerly adequate now obsolete
technology still In use



Julia why are you making us learn about

old computers?

| thought this workshop was about cutting-edge research. |

hate you. | think you are cringe. | want to go to lunch!!!



Many of the systems you will support in an
organization are legacy systems or will at
some point become legacy systems!

- Systems don’t go away just because they are old!
- Systems are not bad just because they are old either

- Legacy systems are critical for day-to-day business
operations

- Our job is to secure and maintain them!

* You will make the next generation of legacy systems
despite your best efforts



Management/Organizational Issues

* Cost (Maintenance is - User Satisfaction
expensive!) »Business Process

* Market Competition Change

* Documentation

- Staffing

*Vendor Support

- Compliance/Regulation




Technical Issues

* Integration
Interfaces

e Security

-Authentication,
Encryption,
Patches

* Fragility

* Data Integrity

* Testing/Tooling
* Scalability

- Complexity

* Failing Hardware




Group Activity 1: Identifying Issues

Me if Julia would pipe down so | could
go to lunch




Case:

You are a software developer for ABC Inc. tasked with maintaining one of their legacy
accounting systems. Your software vendor stopped providing security patches after going
bankrupt in 2015. This system however remains critical to company operations, it would
collapse if the system failed. The system is hosted on a physical Windows Server 2003
Install. Users find the system clunky and hard to use. The system does not have an API,
making it hard to integrate with other systems, although it is built with a SQL database
backend. The system architecture is fragile, making code changes very costly to the
organization.

Most of the business logic was written in a proprietary language by Gerald (retired) in
1992. Gerald believes that “good code is self-documenting” but was unfortunately not
good at writing code. In his free time Gerald watches the first 30 minutes of Cars 2 without
sound. His wife left him in 2006 for an underemployed magician who insists he knows
how to play backgammon but when challenged refuses to play. This isn't relevant to the
case, but | hope it makes Gerald seem more relatable.

Your Task:
* |dentify the Organizational and Technical issues this system poses for ABC Inc.



@ Stop listing bad things please what can we

do about this?

*Short Term
-Updates/Patches (if vendor support available)
-Middleware systems
-Network Segmentation
-Virtual Machines
-Intrusion Detection and Firewalls
- Training
-New Front-end Interface
-Wrappers



@ Stop listing bad things please what can we

do about this?

*Long Term
-System Replacement
-System Modernization

This Is not an easy process!!!
Requires years of planning and
iterative development



Mehrizi et al /Unpacking the Process of 15 Discontinuance

A .

» Reversion .
Approving many clients’ major requests
1o update DOS-hased syslems

L

Relegitimizing old system:
seriously pursued by production
manager internally and by

Major efforts especially
due to the complexity of
the products and their

Intensifying
Self-reinforcing mechanisms

Realization

Lirnitedly observed because many of the
ﬁ]u1r1u:|||1i|:|g~s al ::mrmlillg SYSlem were
addressed by the technical team

L 4
Discrediting the viability of
products based on old system
extensively done by by the R&D

manager due 10 the dominance of
seasoned DOS experts

Serutinizing old system
limitations: exensively done
due to the large number of
interconnected products and
technological tools with
sophisticated DOS-related
A technologies A

A

Ceasing
Self-reinforcing mechanisms

To use some untapped potentials of
MS-DOS systems

Y

Learning more about old
system: often via R&D
projects on old system and

Frequent major change requests by clients even after lerminating
support contracts

Frequently iternting R&D and

production teams on old and
new 15 and the gateways

» Handover -~

Learning more about
old system extensively o

Warious pre |_'irg:h. [T4)
customize

Projects for guteways for clients

inlerdepandencies marketing tr:m extrmally l'“t?fpff::;::t‘nﬁ{':am design new products and CUSIOMmizing geleways
gatewiys to make legacy
dota transfersble to new
Extending support contracts and promoting systems .
the technical team of old operating system L) A
Reallocating viable
resources from old to new
system: mainly legacy data
. Dedicated R&D tramns  20d moving intemnal technical

for improving and IEams 0 new Sysiem

I:‘.nin!nini:lg FElEWAYS

Marginalization
In & gradual and iterative way

De-routinizing old IS: in a

pradual process and often with

the collsboration of each client

to make old IS less accessible
and wied &

Ceasing learning on old
IS: aften by stopping Formal
leaming actions such as
A official trainings and formal
R&D projects
Often in an iterative and gradual way,
nol forced
Progression of discontinnance process

.

Triggers

1996-2002: Long delay in
developing the integrated systems
and making them stable & running,
increasing demand for MS-D0S
systems and their support

Late 1994 The major decision
to change the basic designs of
the products to be more easily

customizable

19493 The limitations of M3-DOS,
relative to Windows especially and
their strategy to focus on state of the
arl technologies

2005 ~: Mo formal support
contracts but still receiving
and accepting supporn

reguests ONce CYery scason

2000-2002: The development  2(02: The stabilitv of the new
of new total products and {Wi.I'IIJHWh-hMJ'I::\}"i[Cmi and
implementing them for variows  the cost of maintaining and
clients & major design supporting the old (DOS-based)
differences between old and producis

new products

Figure 4. Discontinuing an Integrated Legacy IS with Extensive Commitments (LargLenient)




Group Activity 2: Risk Mitigation Plan

=

|LOVE/EATING

Me at lunch soon when Julia stops making
me do group discussion activities




Case:

You are a software developer for ABC Inc. tasked with maintaining one of their legacy accounting
systems. Your software vendor stopped providing security patches after going bankrupt in 2015.
This system however remains critical to company operations, it would collapse if the system failed.
The system is hosted on a physical Windows Server 2003 install. Users find the system clunky and
hard to use. The system does not have an API, making it hard to integrate with other systems,
although it is built with a SQL database backend. The system architecture is fragile, making code
changes very costly to the organization.

Most of the business logic was written in a proprietary language by Gerald (retired) in 1992. Gerald
believes that “good code is self-documenting” but was unfortunately not good at writing code. In his
free time Gerald watches the first 30 minutes of Cars 2 without sound. His wife left him in 2006 for
an underemployed magician who insists he knows how to play backgammon but when challenged
refuses to play. This isn't relevant to the case, but | hope it makes Gerald seem more relatable.

Your Task:

« What is your short-term plan for addressing the issues identified in the case?
« What is your long-term plan?

* For your plans, justify to management why they are necessatry.



Closing Thoughts

Key Takeaways:

Legacy systems are in use so you MUST have immediate plans for

supporting their operation and securing business assets

« Legacy systems run our organizations, most of us work for
organizations

No risk mitigation method is perfect

* You must consider cost and labor tradeoffs

Have respect for the systems that came before you

* Alegacy system only persists long enough to become legacy
because it was successful!

* You will create your own legacy systems people complain about
in due time ©



Thank You! ©
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