
CySER Summer 2022 Workshop 

May 31, 2022

Dr. Noel N. Schulz

Edmund O. Schweitzer III Chair in 

Power Apparatus and Systems

Chief Scientist Joint Appointment, PNNL

Co-Director, PNNL/WSU Advanced Grid Institute (AGI)

Washington State University Pullman

Noel.Schulz@wsu.edu 509-335-0980 (o)

What’s the big deal with Cybersecurity 
and Power Systems?
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Cybersecurity

 Smart Distribution Power Systems & 
Microgrids
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My Background

•BS and MS, Electrical 
Engineering

•PhD, EE with CS minor

•Faculty Experience at
–Virginia Tech
–University of North Dakota
–Michigan Tech
–Mississippi State
–Kansas State
–Washington State



My Research Areas 

• Integration of DER into distribution systems 
including storage and electric vehicles

• Intelligent system applications in power 
system design, contol and operation

• Outage and Storm Management including 
smart metering and resilience efforts

• Rural electrification and Microgrids

• Shipboard Power Systems



IEEE Power & Energy Society 
President Experiences -2012-2013

 Technical Society within IEEE (over 
450,000 members worldwide)

 Over 37,000 members worldwide

 Traveled over 240k air miles over 2 years 
including 6 continents, interacting with 
students and engineering professionals 
from all around the world

 Two initiatives – pipeline support and 
women in power

Power 
Systems and 
Cybersecurity



Power Systems Background 

Smart 
Grids

Resilience 
in Power 
Systems

Microgrids

Power 
Grid 

Security



What are 
Smart Grids?



Blackout of 2003

• 50 Million People in US and Canada

• 11 Deaths and $6B cost

• 46 recommendations

https://energy.gov/oe/downloads/bla
ckout-2003-final-report-august-14-
2003-blackout-united-states-and-
canada-causes-and



Cybersecurity implications 

Why the changes in electric power in early 2000s?

• Advances in computational capabilities and speeds

• Advances in monitoring and sensors

• Advances in power electronics and interfaces

• Advances in alternative energy

• Blackout of 2003



Energy Independence and Security Act of 2007
http://frwebgate.access.gpo.gov/cgi-
bin/getdoc.cgi?dbname=110_cong_bills&docid=f:h6enr.txt.pdf

TITLE XIII—SMART GRID

• Sec. 1301. Statement of policy on modernization of electricity grid.

• Sec. 1302. Smart grid system report.

• Sec. 1303. Smart grid advisory committee and smart grid task force.

• Sec. 1304. Smart grid technology research, development, and 
demonstration.

• Sec. 1305. Smart grid interoperability framework.

• Sec. 1306. Federal matching fund for smart grid investment costs.

• Sec. 1307. State consideration of smart grid.

• Sec. 1308. Study of the effect of private wire laws on the development of 
combined heat and power facilities.

• Sec. 1309. DOE study of security attributes of smart grid systems.
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Smart Grid – According to Energy 
Independence and Security Act of 2007

It is the policy of the United States to support the modernization of the Nation’s 
electricity  transmission and distribution system to maintain a reliable and secure 
electricity infrastructure that can meet future demand growth and to achieve each of 
the following, which together characterize a Smart Grid:

(1) Increased use of digital information and controls technology to improve reliability, 
security, and efficiency of the electric grid.

(2) Dynamic optimization of grid operations and resources, with full cyber-security.
(3) Deployment and integration of distributed resources and generation, including 

renewable resources.
(4) Development and incorporation of demand response, demand-side resources, and 

energy-efficiency resources.
(5) Deployment of ‘‘smart’’ technologies (real-time, automated, interactive 

technologies that optimize the physical operation of appliances and consumer 
devices) for metering, communications concerning grid operations and status, and 
distribution automation.

(6) Integration of ‘‘smart’’ appliances and consumer devices.
(7) Deployment and integration of advanced electricity storage and peak-shaving 

technologies, including plug-in electric and hybrid electric vehicles, and thermal-
storage air conditioning.

(8) Provision to consumers of timely information and control options.
(9) Development of standards for communication and interoperability of appliances 

and equipment connected to the electric grid, including the infrastructure serving 
the grid.

(10) Identification and lowering of unreasonable or unnecessary barriers to adoption 
of smart grid technologies, practices, and services.12



(1) Increased use of digital information and 
controls technology to improve reliability, 
security, and efficiency of the electric grid.
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North America Electric Reliability Corporation

http://www.nerc.com/pa/CI/Pages/Transition-Program.aspx



(1) Increased use of digital information and 
controls technology to improve reliability, 
security, and efficiency of the electric grid.
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What is Power 
System Resilience? 
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2020 and Resilience

Too much or too little water

Storms & Natural Disasters
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2021 and Resilience

The Future of Electric Power 
in the US | National 

Academies

Need #2: Ensure that 
electricity service remains 
clean and sustainable, and 
reliable and resilient.
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What is Resilience Related to Power Grid?

Resilience Definition 

The definition presented to the TF: 
“The ability to withstand and reduce the magnitude and/or 
duration of disruptive events, which includes the capability 
to anticipate, absorb, adapt to, and/or rapidly recover from 
such an event.” 

M. Panteli, P. Mancarella, D. N. Trakas, E. Kyriakides, and N. D. 
Hatziargyriou, “Metrics and Quantification of Operational and 
Infrastructure Resilience in Power Systems”, IEEE Transactions on 
Power Systems, vol. 32, no. 6, November 2017
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Intersection of Power 
System and 

Cybersecurity
-

Recent Thoughts



The Future of Electric Power 
in the US | National 

Academies



• Need #1: Improve our understanding of how the electric power system is evolving. The U.S. 
electric system is undergoing rapid changes due to new technologies, efforts to decarbonize, and new 
patterns of electricity consumption. The nation needs to invest in research to support these changes, 
including analytical tools to understand how the grid of the future will behave and how operators and 
policy makers can ensure its continued reliability and resilience.

• Need #2: Ensure that electricity service remains clean and sustainable, and reliable and resilient. 
In the coming decades, reducing carbon emissions and other environmental impacts of electricity 
generation will remain a major challenge. It will also be important to increase the resilience of the grid to 
natural disasters and targeted attacks. Meeting these challenges will require continued investment in 
critical power system elements such as long-distance transmission, reliability requirements for the 
natural-gas delivery system, and improved cybersecurity capabilities and information-sharing. 

• Need #3: Improve understanding of how people use electricity and sustain the “social compact” 
to keep electricity affordable and equitable in the face of profound technological challenges. 
Changes in the grid reveal opportunities for new services and configurations of electric resources, but 
these changes can also have large impacts on customers and low-income communities. It is crucial to 
develop our understanding of how people use electricity and devise regulatory responses to evolve and 
strengthen social compacts to deliver electricity fairly and affordably.

• Need #4: Facilitate innovations in technology, policy, and business models relevant to the 
power system. Understanding how electricity consumers behave, how devices and energy services 
can be aggregated for supply, and how such trends affect system loads is emerging as one of most 
profound technological challenges and opportunities facing the future of the grid. Increasing numbers of 
distributed devices also motivate the need for advanced situational awareness and control at the grid 
edge. Technology, policy, and business models must be flexible enough to coordinate and respond to 
changing conditions for large-scale and local-level electricity services. 

• Need #5: Accelerate innovations in technology in the face of shifting global supply chains and 
the influx of disruptive technologies. Many power system technologies were first developed in the 
U.S., but supply chains for most critical components have now moved overseas. Massive new private 
and public investments are needed for cutting-edge technologies on which the future grid will depend. 
In this, the U.S. must balance competing goals to capitalize on global innovation while ensuring U.S. 
control and access to critical grid technologies. 

MAJOR NEEDS FOR THE FUTURE U.S. ELECTRIC POWER SYSTEM



SMART Distribution Systems
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Next Generation Distribution Systems

Distributed Energy 
Sources (Solar, Wind, 

Other)

Opportunities & 
Challenges Traditional Distribution 

Systems

Power Electronic 
Devices, Storage and 

Electric Vehicles

Advanced Metering, 
Monitoring and 

Control

Interconnected versus 
Microgrids

Centralized G-T-D power 
system where power 

source elsewhere

One-direction flow, 
minimal local control

Information at 
substation and a few 

other spots 

Always connected to 
transmission system

Next Generation 
Distribution Systems

Protection 
& 

Resilency
Data 

Analytics

Cyber-
security

Costs 
& 

Pricing

To 
Connect 
or Not 

Connect

Operations 
& 

Reliability 

Modeling & 
Planning

Workforce



Operating a Power System
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Balancing 
Act

24 hours/7 
days a week Industrial 

Control 
System



Interconnected Distribution System 
Versus Microgrid

Distribution System 
includes DER, 

Storage & Loads

Larger Power 
System

Stand-Alone Microgrid 
includes DER, Storage 

& Loads

Microgrid includes 
DER, Storage & Loads

Larger Power 
System

OR

Interconnected Distribution 
System Versus Microgrid



Microgrids

A group of interconnected loads and distributed 
energy resources with clearly defined electrical 
boundaries that act as a single controllable entity with 
respect to the grid.

https://energy.gov/oe/services/technology-development/smart-grid/role-microgrids-helping-advance-
nation-s-energy-system



Controls

Power System

Computational 
Resources

Evolution of Power Grid Infrastructure – Past  



Controls

Cybersecurity

Computational 
Resources

Power System

Controls

Evolution of Power Grid Infrastructure – Today



Industrial Control System and Cybersecurity 

Utilities

Aggregators

Prosumers

New 
Sensors

Data 
Analytics

Independent 
Power 

Producers



Questions? 

Next Up – Tim Schulz, Scythe

https://www.linkedin.com/in/tim-schulz/

https://www.scythe.io/

Cybersecurity Applications for Industrial Control 
Environments 


