
Cybersecurity Education

May 25, 2022

8:30 – 11:30 am, Todd 203
Dr. Sola Adesope, Dr. James Crabb, Dr. Chris Hundhausen,

Slater Weinstock (Casaba)



Agenda
Time Activity Facilitator

8:30 – 8:45 Welcome and Introductions Chris Hundhausen

8:45 – 9:30 A day in the life of a cybersecurity 
professional

Slater Weinstock

9:30 – 9:45 Review of cybersecurity academic 
recommendations

James Crabb

9:45 – 10:15 Assessing cybersecurity knowledge 
with Bloom's Taxonomy

James Crabb

10:15 – 10:30 Break

10:30 – 11:30 Designing curricula and 
technologies to facilitate 
cybersecurity education

Sola Adesope
James Crabb
Chris Hundhausen

11:30 – 11:45 Discussion and wrap-up Chris Hundhausen



Introductions
Sola Adesope
Chris Hundhausen
James Crabb
Slater Weinstock



Slater

A day in the life of a 
cybersecurity professional



James

Assessing cybersecurity 
knowledge with Bloom's 
Taxonomy



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

Taxonomy of educational objectives: The classification of 
educational goals. Handbook I: Cognitive domain. Bloom et al, 
1956.

A Taxonomy for learning, teaching, and assessing: A revision of 
Bloom's Taxonomy of educational objectives. Anderson and 
Krathwohl (eds.), 2001.



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

REMEMBER

Recognize or recall knowledge from memory.

Ex: Remember the function prototype for malloc().



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

UNDERSTAND

Construct meaning from material.

Ex: Understand what malloc() does.



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

APPLY

Use knowledge to implement a procedure or solve a related 
problem.

Ex: Use malloc() properly in your own code.



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

ANALYZE

Differentiate, organize, and attribute components and 
functionality of a concept.

Ex: Decide whether to use malloc(), calloc(), or realloc().



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

EVALUATE

Perform checking and critiquing of materials based on standards 
and criteria.

Ex: Test code that uses malloc().



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

CREATE

Put elements together or reorganize them into a new pattern to 
form a functional whole

Ex: Write a new implementation of malloc().



Bloom's Taxonomy
Assessing cybersecurity knowledge with Bloom's Taxonomy

WSU

ASSESSING AT EACH LEVEL
• Remember a fact
• Understand its details
• Apply it to a problem
• Analyze different options
• Evaluate the potential outcomes
• Create a novel solution



James

Review of cybersecurity 
education 
recommendations



Existing sources
WSU

• Cybersecurity Assessment Tools (CATS) - University 
of Maryland, Baltimore County
1. Cybersecurity Concept Inventory
2. Cybersecurity Curriculum Assessment

• Cybersecurity Curricula 2017 – ACM, IEEE, others
• NICE Framework – National Institute of Standards 

and Technology



Cybersecurity Assessment 
Tools

WSU

What is a concept inventory?
• Tool for assessment of knowledge in a specific domain
• Evaluate the effectiveness of a course or program
• Rigorous development process
• Statistically validated



Cybersecurity Assessment 
Tools

WSU

Development of the Cybersecurity Concept Inventory (CCI)
• Identifying core concepts of cybersecurity: Results of two Delphi 

Processes. Parekh et al, 2018
• Student misconceptions about cybersecurity: Analysis of think-

aloud interviews. Thompson et al, 2018.
• Initial validation of the Cybersecurity Concept Inventory: Pilot 

testing and expert review. Offenberger et al, 2019.
• Psychometric evaluation of the Cybersecurity Concept 

Inventory. Poulsen et al, 2021.



Cybersecurity Assessment 
Tools

WSU

Psychometric evaluation of the Cybersecurity Concept Inventory. Poulsen et al, 2021.



Cybersecurity Assessment 
Tools

WSU

Validation of the Cybersecurity Concept Inventory (CCI)

Each question is evaluated for:
• Reliability – same student will have same score over multiple 

measurements
• Difficulty – number of students who answer correctly vs. 

incorrectly
• Discrimination – whether weaker students get lower scores 

than stronger students



Cybersecurity Assessment 
Tools

WSU

Cybersecurity Concept 
Inventory

Identifying core concepts of 
cybersecurity: Results of two 
Delphi Processes. Parekh et al, 2018



Cybersecurity Assessment 
Tools

WSU

Cybersecurity Curriculum Assessment
• Developed in parallel with CCI
• Key differences:
• Targeted at curriculum rather than individual course
• Assumes students have broader base of knowledge



Cybersecurity Assessment 
Tools

WSU

Cybersecurity Concept 
Assessment

Identifying core concepts of 
cybersecurity: Results of two 
Delphi Processes. Parekh et al, 2018



Cybersecurity Curricula 2017
WSU

"A Report in the Computing Curricula Series Joint Task Force on 
Cybersecurity Education"

Version 1.0: 31 Dec 2017

(provided in the share folder)



Cybersecurity Curricula 2017
WSU

Chapter 4: Content of the Cybersecurity Curricular Framework

Knowledge areas
• Data security
• Software security
• Component security
• Five more ...



Cybersecurity Curricula 2017
WSU

Chapter 4: Content of the Cybersecurity Curricular Framework

Knowledge units in data security
• Cryptography
• Digital forensics
• Data integrity and authentication
• Access control
• More ...



Cybersecurity Curricula 2017
WSU

Chapter 4: Content of the Cybersecurity Curricular Framework

Topics in cryptography
• Basic concepts
• Advanced concepts
• Mathematical background
• More ...



Cybersecurity Curricula 2017
WSU

Chapter 4: Content of the Cybersecurity Curricular Framework

Essentials and learning outcomes

"Students are required to demonstrate proficiency in each of the 
essential concepts through achievement of the learning 
outcomes. Typically, the learning outcomes lie within the 
understanding and applying levels in the Bloom's Revised 
Taxonomy." (p. 30)



Cybersecurity Curricula 2017
WSU

Chapter 4: Content of the Cybersecurity Curricular Framework

Essentials Learning Outcomes

Basic cryptography concepts

Describe the purpose of cryptography 
and list ways it is used

Explain how public key infrastructure 
supports digital signing and encryption

Digital forensics

Describe what a digital investigation is, 
the sources of digital evidence, and the 
limitations of forensics

Compare and contrast variety of forensics 
tools



NICE Framework
WSU

NICE Framework Program Office – NICEframework@nist.gov
• NIST Special Publication 800-181 rev. 1: Workforce Framework 

for Cybersecurity
• "Provides a set of building blocks for describing the tasks, 

knowledge, and skills that are needed to perform 
cybersecurity work ..." (p. vi)

mailto:NICEframework@nist.gov


NICE Framework
WSU

NICE Framework: Building Blocks
• Tasks
• Knowledge
• Skills
• Pre-existing T/K/S
• Extensible

(p. 1)



NICE Framework
WSU

NICE Framework: Building Blocks

Task
• An activity that is directed toward the achievement of 

organizational objectives.
• Ex: Troubleshoot system hardware and software.



NICE Framework
WSU

NICE Framework: Building Blocks

Knowledge
• A retrievable set of concepts within memory.
• "Organizations developing Knowledge statements should 

consider the learners' different levels of knowledge … 
described in Bloom's Taxonomy" (p. 5)

• Ex: Knowledge of cyberspace threats and vulnerabilities.



NICE Framework
WSU

NICE Framework: Building Blocks

Skill
• The capacity to perform an observable action.
• "use terms that facilitate observability and assessment of the 

learner" (p. 5)
• Ex: Skill in recognizing the alerts of an Intrusion Detection 

System.



NICE Framework
WSU

NICE Framework: Specialty Areas and Work Roles

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-
framework-resource-center/workforce-framework-
cybersecurity-nice

NICE Framework Data – Reference Spreadsheet

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/workforce-framework-cybersecurity-nice


NICE Framework
WSU

NICE Framework: Specialty Areas and Work Roles

SP-DEV-001: Software Developer
• T0009 – Analyze information to determine, recommend, and 

plan the development of a new application or modification of 
an existing application.

• T0014 – Apply secure code documentation.



NICE Framework
WSU

NICE Framework: Specialty Areas and Work Roles

SP-DEV-001: Software Developer
• K0005 – Knowledge of cyber threats and vulnerabilities.
• K0060 – Knowledge of operating systems.
• S0014 – Skill in conducting software debugging.
• S0174 – Skill in using code analysis tools.



Applying Bloom's Taxonomy
WSU

SPECIFICALLY ADDRESSED IN:
• NICE Framework
• Cybersecurity Curricula 2017



Applying Bloom's Taxonomy
WSU

NICE FRAMEWORK
• T0111 – Identify basic common coding flaws at a high level. 

(Analyze)
• T0009 – Analyze information to determine, recommend, and 

plan the development of a new application. (Evaluate)
• T0176 – Perform secure programming and identify potential 

flaws in codes to mitigate vulnerabilities. (Create)



Applying Bloom's Taxonomy
WSU

CYBERSECURITY CURRICULA 2017

Data Security Learning Outcomes
• Explain the concepts of authentication, authorization, access 

control and data integrity (Understand).
• Describe the purpose of cryptography (Understand) and list 

ways it is used in data communications (Apply).
• Compare and contrast variety of forensics tools (Analyze).



Applying Bloom's Taxonomy
WSU

CYBERSECURITY CONCEPT INVENTORY

Assessment activities for "Identify vulnerabilities and failures"
• Remember: list types of vulnerabilities
• Understand: define (list key features of) vulnerabilities
• Apply: identify causal vulnerabilities of a security failure
• Analyze: identify vulnerabilities of a system
• Evaluate: perform risk assessment of a system
• Create: fix the vulnerabilities in a system



Applying Bloom's Taxonomy
WSU

1. START WITH WELL-DEFINED LEARNING OUTCOMES

2. USE THOSE TO DEVELOP ASSESSMENTS

3. USE ASSESSMENTS TO DEVELOP LESSONS



Resuming in 15 minutes

Break time!



Sola

Designing curricula and 
tools to facilitate 
cybersecurity education



Length
30 minutes

Group sizes
3-4

Goal
Learn how to classify different 
levels of student knowledge and 
apply appropriate assessments

Online materials
tiny.cc/cysered

Developing Assessments 
using Bloom's Taxonomy



Chris

Group Reports & Wrap-Up


