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Cyber Security Program

Started 2014

Degree Pathways
- Short Term or 1 year Certifications Y/ CAREER

2 year AAS; LAUNCH
BAS in Cyber Security PROGRAM Z

*Added BAS in Information Technology (2020)
Working on: data analytics/ cloud services

Graduates: 4 - 2015, 28 - 2017 (600% increase)
Over 85% job placement; average salary: $65,000

CERTIFIED AS A NATIONAL CENTER
OF ACADEMIC EXCELLENCE (CAE2Y)

Designation is certified by the National Security Agency (NSA) and the U.S.

v/ X
< Department of Homeland Security due to the college’s proof of commitment to L)
excellence in the field of Information Assurance and Cyber Defense Education.
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Follow the action #NCCDC
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Cyber Competitions B

- Started years ago

- Computer security challenges are available
for every level of expertise

- Many are hosted through colleges and
government agencies and
supported/sponsored by industry leading
organizations.

- As part of a team or as a single person or the
competition places you in a team.



Cyber Competitions CBC
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- The exercises involved 1n the competition
allow you to test your current knowledge
and learn new skills 1n realistic situations.

- Very advanced and competitive challenges
often offer high-value prizes

- Help competitors develop and advance their

skill set to a higher degree than standard
education alone.
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Com petition o bl
* Pre Event
- Before start - Last minute prep “Don’t Forget the

Basic 13"

Dwayne Williams, National CCDC

* COmpeUUOn DayS Director, CCDC post

 Post Event Analysis

e Curriculum Integration
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Competition — Pre Event ot

* Yearly Schedule
“Don’t Forget the - Build off other competitions
Basic 13” » Rehearse Historical data
e s RAOnalCCE * Integration with Advisory Groups
« Mentoring and Developing leads
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Competition - Before Start X

 Planning, Planning, Planning

* Rules of Engagement

« Rehearse Daily events (Injects)
« Walkthrough contingency plans

“Don’t Forget the

Basic 13"

Dwayne Williams, National CCDC
Director, CCDC post




National Cyber League 3

NCL Vision

* To prepare the next generation of cybersecurity professionals.

NCL Mission

* Prepare the next generation of cybersecurity professionals by providing high school and
college students, as well as their coaches, an online, safe platform of real-world
cybersecurity challenges.

* Virtual training ground features a competitive process and a supportive community,
helping students develop, improve and validate their cybersecurity skills.

* Students’ progress and strengths are validated through their individual Scouting Reports
and team rankings, enabling HR teams and recruiters to easily determine the students’
fit for open positions.
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In 2011, a group of cybersecurity-focused academics
from several public agencies

Important to reduce barriers and excite young people to
participate. Students would have easy access, no matter
what their age, skill level or location.

One of the earliest e-Sports

Simulate real-life cyberthreats in a safe environment

Growing population - more than 13,000 students of all
ages, representing over 650 colleges and high schools
across the U.S. - participates each year in the biannual
competition.
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* Run by Cyber Skyline, Inc., collaborating with the
National Cyber League, Inc., a 501(c)3 non-profit
founded in May 2011. The founding members of
NCL are:

« Cyber Security Privacy and Research Institute
(CSPRI) - Georsze Washlngton University

« Center for Systems Security and Information
Assurance (CSSIA)

» CyberWatch West (Now NCYTE Center)

« Mid-Pacific Information and Communication
Technologies (MPICT) Center

« National CyberWatch Center



http://www.cspri.seas.gwu.edu/
http://cssia.org/
http://www.cyberwatchwest.org/
http://staff.uks.ac.id/
https://www.nationalcyberwatch.org/
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NCL - Why It Works - T

 FOR STUDENTS

e * FOR FACULTY AND COACHES

° %\\
nc. - FOR THE COUNTRY

&

* FOR EMPLOYERS
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Beginner

« Open Source Intelligence
 Log Analysis
 Cryptography

Intermediate

« Password Cracking

« Network Traffic Analysis

« Web Application Exploitation
- Scanning

Advanced

« Enumeration & Exploitation
 Forensics

« Soft Skills/ Social Engineering
« Lessons Learned




o NCL CATEGORY ALIGNMENT CBC

o ( i ._
L g [ = — o How NCL Cybersecurity Skill Categories Align to the NIST NICE .
o m e I I o n e Cveer SkyuneD Cybersecurity Work Roles and CompTIA Certifications _COlumbla
C t t (Updated August 2021) Basin College

The National Cyber League (NC(L), powered by Cyber Skyline, enables high school and college students across the US. to prepare and
test themselves against practical cybersecurity challenges they will likely face in the workforce. The National Institute of Standards and
Technology (NIST), through the National Initiative for Cybersecurity Education (NICE), has created a widely used Cybersecurity Workforce
Framework to standardize cybersecurity competency areas and terminclogy.

NCL's partner, CompTIA, offers relevant certifications for the cybersecurity profession. The chart below shows alignment of the nine N(L
Game categories to NIST NICE Cybersecurity Work Roles and CompTIA Certifications. Using this chart, cybersecurity recruiters are able

to quickly match the hands-on knowldedge and skills of NCL student players to cybersecurity job openings. NCL also aligns with the NSA
Centers of Academic Excellence in Cyber Defense (CAE-(D) Knowledge Umits.

KEY: The National Cyber League (NCL) Competition consists of nine skill categories shown below.

B o & 5 @ B & =
Cracking 'm Appiicaion

-~ =
Explotation Explotaton

NIST NICE

CY.N!I:S'!:IUC:IYY RC!(::‘VP“"INA' CYRERSECURITY NCL SKILL CATEGORIES
WORK ROLE CERTIFICATIONS wcz::;g:st

(TMESEARE TMEJOBS  ASOFS21 MICE CATEGORY  ALIGNING TO THESE NCL SKILL CATEGORIES
All-Source Analyst NA Analyze BREFE S E o

COMSEC Manager cAsPe OverseeandGovern | 5 (3 ) = @ @ @ &
e e PenTests Investigate B EFESE O

Cyber Defense Analyst | PenTests ProtectandDefend | IR (F: ) S & @ @ P &
mﬁm PenTests, CySA+ Investigate R EESE O

Cyber Defense Incident | Securiy., Pentest:. Protectand Detend | 3 (3= ) 3 45 @ @
iastruchir support. | S e PTSE | prorectana petend | 1 (B2 D) B X @ @ B &
Cyber intel Planmer | PenTests, CySA+, CASP+ | Operate and Collect | T3 [F~ 45

m"”"m PenTests, CySA+, CASP+ |OperateandColiet | B [F &) & @ @ P&
Cyber Operator PenTests, CySA+, CASP+ | Operate and Collect | I B2 S & 6Q 2 &
Data Analyst caspe el B S EED

e secunty D B2 S AR

Enterprise Architect | Cloude Securely Provision | B [F: ) S ) &8

Exploitation Analyst PenTest+, CySA+, CASP+ | Analyze = G S5 & O Q 2 @
Forensics Analyst PenTests, CySA+ Investigate BEFRDSEQBR
o eS| securieys SecurelyProvision |0 [F B S B P &

IT Program Auditor | CASPe Overseeand Govern | TR ] =5 &5

NATIONALCYBERLEAGUE.ORG CONTACT INFOSNATIONALCYBERLEAGUE.ORG



Competition

(oﬁ&s) How NCL Skill Categories Align to the NIST

C o visalD NICE Cybersecurity Work Roles and Comp-
\/ Crmam O« TIA Certifications (cont.)

KEY: The National Cyber League (NCL) Competition consists of nine skill categories shown below.

B EoEE S QP E R

Open Source Cryptography Password Log A Web Scanning Enumeration
Intelligence Cracking l'ralﬁt Application and
Analysis Exploitation Exploitation
NIST NICE
CYBERSECURITY
WORKFORCE
CATEGORY

NIST NICE RELEVANT
CYBERSECURITY COMPTIA
WORK ROLE CERTIFICATIONS

NCL SKILL CATEGORIES

THESE ARE THE JOBS AS OF 8-21

NICE CATEGORY ALIGNING TO THESE NCL SKILL CATEGORIES

Language Analyst NA Analyze = (3

Network Operations | ciouge, Securitys b BEESE@

partner INtegration | pentests, CySA+, CASP+ | Operate and Collect | B @

:‘rlvaq Eompllanoe NA Oversee and Govern | BRI &)

Requirements Planner | CASP+ Securely Provision $ &

";"‘,":‘m:'m specialist | PenTest* Securely Provision | 1 [Fx 5 & &R
fecuresoftware | Securitys Securely Provision | B &) F- &

Security Architect CASP+ Securely Provision | BRI [ ot AN,

curi trols . 2 @

Se t:'t‘.on wnﬂw Securely Provision @-5-,__,

Software Developer Security+ Securely Provision @

Systems Administrator | Cloud+ DR = 3 &

Systems Developer | Securitys securely Provision | B (2 B 5 & B &
Systems Security Operate and . r4a
Analyst CySA+ lldnta:man @g’t'ﬁl.-lﬁ&@
Target Analyst NA Analyze BREESE@QD
Target Developer | NA Analyze BEDIEQBR
Tohma SUPPOT | penTest, Cysav, CasP+ | pRerate and = =5 &

mr;g l;'d Evaluation m:,cwwirky’. Securely Provision $ e

Vulnerability Analyst | PenTest+ Protect and Defend | 1 [ 5 & 8@
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WE'VE RECENTLY WIET  THEResA

INTERCEPTED THIS GOOD AMOUN
PHOTO AND WE h4xO0r OF INFO HERE,

BELIEVE THIS ISTHE | LET ME SEE

LIBERSTION HACKER WHAT | CAN
GROUP'S NEXT FIND ONLINE.

 Help the police extract information using publicly available st T
data and tools. i C g

N Challenge yourself during the NCL games to find answers THERE'S HIDDEN METADATA |
. . . . NFORMATIO oTO
on a topic or target, using search engines, public THAT TELL US WHERE THE. [0 PA
PHOTO WAS TAKEN. |

repositories, social media, and more. \ 71}

51.38 30.09

« By gathering publicly available information about a
particular target, attackers can profile potential victims to
find vulnerabilities.

| WAS ABLE TO FIND THEIR SOCIAL ... AND THEY TAGGED
MEDIA ACCOUNT SINCE THIS PERSON THEIR COFFEE SHOP

USED THE SAME USERNAME. LOCATION ON A POST, SO
e haxor THIS WILL HELP US KNOW
WHERE THEY'RE BASED AND
tting my NARROW IT DOWN.

® coffee Shop

Q

« Without actively engaging the target, an attacker can use
the intelligence to build a threat model and develop a plan
of attack.

Twitter
@haxor

YOUR OSINT SKILLS ARE JUST USING MY
AMAZING! WE CAN GET TEAMS OSINT SKILLS FOR
IN PLACE TO PREVENT THIS Soone

« Targeted cyber attacks, like military attacks, begin with ATTACK FROM OCCURING!
reconnaissance, and the first stage of digital i
reconnaissance is passively acquiring intel without alerting

the target. & x)
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Competition - Log Analysis kg

SECURITY OPERATION CENTER (SOC)

FRAUD
ALERT!

CONFIDENCE: 52%

SIR, SHOULD |
MAKE THE CALL?
LEAD SOC
ANALYST

70 THIS IS TOO MUCH UNSTRUCTURED WE'LL NEED TO WE'LL WORK ON
DATA, WE CAN'T CORRELATE ALL FEED THIS INTO A TURNING THESE INTO

OF THIS TOGETHER. STRUCTURED DATA SO
B S O WE CAN FEED IT INTO
THE SYSTEM BETTER,

LOG ANALYZER.

NOW WE CAN
ORGANIZE THE DATA IN
THE ORDER THAT THEY
OCCURRED AND
CORRELATE WITH EACH
OTHER, THIS MAKES
FINDING THE FRAUDSTER
MUCH EASIER.

Logs hold a ton of information.

Using logs to learn what's happened. Analyze the logs to
figure out what the hackers have been up to.

Establish a baseline for normal operation and identify
malicious activities through log files from various
services.

Computers, networks and other IT systems generate
records call audit trail records or logs that document
system activities.

Process helps businesses comply with security policies,
audits or regulations, comprehend system troubleshoots,
and understand online user behavior.
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Competition - Cryptography R g

 Information is key

 Learn how to identify
techniques used to encrypt or
obfuscate messages

* Leverage tools to extract the
plain text.

« Magic Bytes point the way




WE FOUND THE LIBERSTION THERE'S THIS

HACKER GROUP’S BASE OF RANDOM SEQUENCE
OPERATIONS BUT IT REQUIRES WRITTEN ON THE
A PASSWORD TO OPEN THAT

WE DON'T HAVE! DOOR.

99fbe62390a9b0bb95bb2eee3f4bf6f7

INTERESTING... THIS IS A 32 CHARACTER
SEQUENCE AND LOOKS TO BE HEXADECIMAL
BASED ON THE CHARACTER SPACE HERE.

plaintext | = U =5

THIS IS LIKELY A HASH OF THE ACTUAL
PASSWORD. HASHES ARE USED TO SECURELY
SAVE PASSWORDS WITHOUT KEEPING THE
ORIGINAL PLAINTEXT PASSWORD.

32 CHARACTER
HEXADECIMAL
REPRESENTS 16 BYTES OF
DATA, OR 128 BITS, WHICH
IS THE SIZE OF THE MD5
HASH DIGEST.

LUCKILY, | HAVE MY
TRUSTY PAL, HASHCAT,
THAT CAN CRACK HASHES
LIKE THESE!

WEDID IT THANK YOU AND HASHCAT
AGAIN! FOR HELPING US CATCH
THESE BAD HACKERS!

CBC

Competition - Password Cracking X Colume
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Passwords are the keys to our digital lives.

Consumers, companies, governments and
institutions routinely get hacked through various
means, and user authentication databases get
leaked or breached.

|dentify types of password hashes and apply
various techniques to efficiently determine plain
text passwords.

Having comprehensive password cracking
expertise arms cybersecurity workers to improve
security.

They can implement better cyber awareness and
password creation practices, while identifying the
source of attacks more quickly.
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« Determine what happened and exactly when it happened

by looking at network traffic capture.

THE HACKERS
ARE USING AN
UNKNOWN
PROTOCOL!

« Use the NCL games to identify malicious and benign
network traffic and demonstrate your understanding of
potential security breaches.

[ 4
CYBER COMMAND

« NTA the process of intercepting, recording and analyzing r.,'xizx',’::,,
network traffic communication patterns in order to detect

and respond to security threats.

LET ME FILTER OUT
THESE KNOWN
PROTOCOLS ON

WIRESHARK AND

WRITE A CUSTOM

DISSECTOR.

 |It's an effective tool to make extracting data harder for the
hackers, and it helps companies detect cyber threats with a —
higher degree of certainty, so they can eliminate security
threats more quickly. |

YOUR PACKET
INSPECTION
SKILLS SAVES THE
DAY AGAIN.




Competition - CBC
Web A

owasp.org/ OWASP Top 10

Columbia

Ex I i i n Basin College

1. Injections

2. Broken Authentication

3. Sensitive Data Exposure ——
4. XML External Entities (XXE) “AND FOUND...
5. Broken Access Control —

6. Security Misconfigurations ” = |

7. Cross-Site Scripting (XS5) [ e i s,
8 Insecure Deserialization S i o et i o
9.

Using components with known
vulnerabilities

10. Insufficient Logging and Monitoring



https://owasp.org/Top10/
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Competition - Scanning R ol

J 1 ——
WE'RE GONNA
NEED SOME HELP.

» Before you catch the hackers, you need to find them. ',‘ HMM, THEY ANNOUNCED

. MIGRATION TO THE CLOUD AND USING

- DOCKER CONTAINER TECHNOLOGY,
1 WONDER IF IT'S GOT ANYTHING

TO DO WITH THAT.

+ Use the NCL games to put your tracking skills to the test and find out what
the hackers are up to.

LET’S SEE IF THERE ARE ANY
CONTAINERS LEAKING INFO...

» Practice and apply the proper tools to gain intelligence about a hacker’s
potential target including its services and potential vulnerabilities.

» All a hacker needs is just one vulnerability to gain a foothold in a network!

DOCKER CONTAINERS
LAYER THEIR IMAGES, | SUSPEC'
THEY ACCIDENTALLY INCLUDEI
SENSITIVE INFORMATION IN
HERE. IF WE CLOSELY INSPECT
THE CONTAINERS, WE MIGHT
FIND SOMETHING...

« Networks (including any device with an IP address) should be scanned at
least monthly to identify and remediate vulnerabilities.

« People running a scan should have a background in networking, knowledge FOUND IT: API KEYS
. . liat WERE EXPOSED IN THE

on scanning tools, and understand a wide range of vulnerabilities and ways CONTAINER HISTORY.
they can be exploited.

 (Careers
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Competition - Enumeration & Exploitation o Columbi

« Hacking isn't just for the bad guys.

« Use the NCL games to break hackers'
software and secure your own
programs.

» |dentify actionable exploits and
vulnerabilities

« Use them to bypass the security
measures in code and compiled
binaries.
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' CANIUSEYOUR

RESTROOM

i | « Practicing digital forensics is more important than ever
=5 ) to ensure that data and evidence from a breach is
= securely preserved, analyzed and processed.

THANKS FOR COMING, WE
DON'T KNOW HOW THEY GOT
INTO THE WIFI NETWORK.

« Challenge yourself to become a digital Sherlock and
investigate computer-related crimes and evidence!

WELL, LOOKS LIKE THEY'RE USING A
WEAK WPA PASSPHRASE, | WAS ABLE TO
CRACK THE PASSPHRASE IN JUST
SECONDS... AND SOMETHING ELSE HERE
LOOKS FISHY...

« Forensics techniques can uncover important data that
was lost or damaged in a breach.

LET'S SEE WHAT
WIFI NETWORK
YOU'RE RUNNING
HERE. I'LL SCAN WITH
AIRWAVES REAL QUICK
WITH AIRODUMP-NG

oo 1S..
ITIN THE
BATHROOM...?

LOOKS LIKE THEY GREAT WORK! WE'LL TAKE IT FROM
WERE SNIFFING THE WIFI HERE AND FIND WHO PLANTED
TRAFFIC USING THIS THIS DEVICE!

“WIFI PINEAPPLE"

« You'll have the tools to identify critical pieces of evidence
for unearthing the adversary or determining exactly
what was stolen in an incident.




Competition - soft skills

'+ Help Desk
e Critical Thinking Skills

« Explain a complicated CS issue, in a
professional, respectful way
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Competition - Post Event Analysis X it

« After Action Review
« Documentation

» Every voice matters

 Scouting Reports



CBC Internships

« Pacific Northwest National Labs

(PNNL)

* Amazon

« Department of Energy/Ecology

Office of River Protection

Hanford Laboratory Management &
Integration

Bechtel National, Inc (BNI)

Washington River Protection Solutions
LLC (WRPS)

DOE Richland Operations Office
Hanford Mission Integration Solutions
HPM Corporation (HPMCQC)

CH2M Remediation Company

Mission Support Alliance (MSA)

) !

 State Agencies

« Department of Commerce/Port of
Benton

« WA ST Office of Chief Information Officer
« Energy Northwest (Nuclear/Solar/Wind)

 Regional
- City of Richland- Solar/ Battery Storage
 Darklight
« Marcraft
e Port of Kennewick (Ransomware 2020)
« Port of Pasco
« Port of Benton


https://www.pnnl.gov/

CBC

Questions e




Hands-on Exercise




Thank you
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