WSU Contract No..

X521662(2)

SECOND ADDENDUM TO THE MEMORANDUM OF UNDERSTANDING BETWEEN
SPOKANE PUBLIC SCHOOLS AND SPOKANE MESA K-12 PROGRAM

(STEM)
1. Parties.

This Second Addendum to the Memorandum of Understanding (“Addendum 2”) is made and entered into
by and between Spokane School District No. 81, a Washington state municipal corporation (“SPS”) and
Washington State University, an agency of the state of Washington and an institution of higher education,
by and through its Mathematics, Engineering and Science Achievement Program (“WSU” or “MESA”).
It is an Addendum to the “Memorandum of Understanding” executed on October 25, 2013 and the First
Addendum executed on March 17, 2014, between the Parties.

2. Purpose and Scope.

The purpose of this Agreement Addendum is to further define and document the terms, conditions, and
scope for sharing personally identifiable information (“PII”’) and other data (collectively “PII and Data™)
to MESA. The PII and Data to be shared is specified in Exhibit A, attached hereto and incorporated
herein. Nothing in this Agreement shall be construed to authorize MESA to have access to additional
information or data from SPS that is not specified within the scope of this Agreement. The PII and Data
will be shared with and used by MESA solely for the following purpose(s):

2.1 Continuation of the WSU MESA model for enabling underrepresented students to
prepare for and graduate from a four-year college or university with a science-based
degree in areas such as Science, Engineering, Technology, and Mathematics (STEM) to
include: hands-on math and science enrichment at district schools, project based, STEM-
focused activities, career and college exploration, college planning services, family
workshops that promote student advocacy, and partner teacher professional development
opportunities.

2.2 Collaboration in the recruitment, selection, and enrollment of targeted students for
participation, track participating students’ progress and monitor program outcomes.

3. SPS Rights and Responsibilities.

31 Authority.

Consistent with the Family Educational Rights and Privacy Act (“FERPA”) and the Health
Insurance Portability and Accountability Act (“HIPAA”), SPS may disclose PII from students’
education records to MESA for the sole purpose of conductir ~ studies to develop, validate, or
administer predictive tests; administer student aid programs; or improve instruction, pursuant to
34 CFR § 99.31(a)(6)(i). SPS may disclose PII from an education record of a student without
parental consent if the disclosure is to other school officials who SPS has determined to have
legitimate educational interests. SPS determines that MESA has such legitimate educational
interests. Furthermore, MESA’s service and function under this Agreement is a service and
function for which SPS would otherwise use employees. MESA is under the direct control of
SPS with respect to the use and maintenance of education records. MESA is also subject to the
requirements of this Agreement governing the use and re-disclosure of PII from education
records.
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3.2 Conditional Disclosure.

All responsibilities of SPS to disclose PII and Data to MESA are conditioned on MESA’s
agreement, to which MESA does hereby agree, that MESA will not disclose PII and Data to any
other party without the prior consent of the parent or eligible student (i.e. a student who is the age
of 18 and older).

33 Release.

SPS shall release PII and Data solely to the named Temporary Custodian (“Temporary
Custodian”) as identified in Section 4.2 below. SPS will provide PII and Data to MESA upon full

execution of this Agreement.

3.4  Method of Delivery of PII and Data.

SPS shall use reasonable methods to ensure that MESA obtains access to only PII and Data in
which MESA has legitimate educational interests. SPS shall likewise ensure that its policies and
practices for controlling access to education records is effective and that it remains in compliance

with the legitimate educational interest requirement in FERPA as set forth above. SPS shall
provide PII and Data in a protected format (e.g. a DVD format).

3.5 No Guarantee of Accuracy.

Although SPS will make every effort to provide accurate PII and Data, SPS does not guarantee
the accuracy of the PII and Data provided.

3.6 Property of SPS.

Notwithstanding any other provision herein, all PII and Data provided by SPS to MESA is the
property of SPS and shall remain the property of SPS during and after the term of this Agreement.

3.7 Monitoring.
SPS shall monitor MESA’s compliance with this Agreement to the extent necessary to assure

compliance with the requirements under this Agreement. Monitoring includes performing site
visits to review records and observe operations.

4. MESA’s Rights and Responsibilities.
4.1 Authority to Bind.
MESA represents and warrants that it is authorized to bind MESA to the terms of this Agreement,
including, but not limited to, the obligations of confidentiality, maintenance, publication, and
destruction or return of PII and Data, all related or associated institutions, individuals, employees,
or MESAs who may have access to the PII and Data or who may own, lease, or control

equipment, or facilities of any kind where PII and Data is stored, maintained, or used in any way.

4.2 Temporary Custodian.
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For purposes of this Agreement, and for ensuring MESA’s compliance with the terms of this
Agreement and all applicable state and federal laws, MESA designates Joanna Moznette as the
Temporary Custodian of SPS’s PII and Data. Joanna Moznette shall be responsible for
transmitting all PII and Data requests, and shall be required to maintain a log or other record of
all PII and Data requested and received pursuant to this Agreement, including confirmation of the
completion of testing and the return or destruction of PII and Data as described below.

4.3 Compliance with FERPA and HIPAA.

MESA will, in all respects, comply with all applicable provisions of FERPA and HIPAA. For the
purposes of this Agreement, and the specific projects conducted pursuant to this Agreement and
described in addenda to this Agreement, FERPA and HIPAA include any amendments or other
relevant provisions of federal law, as well as all requirements of 34 CFR Part 99 and 20 U.S.C. §
1232g. Nothing in this Agreement may be construed to allow MESA to maintain, use, disclose,
or share PII and Data in a manner not allowed under applicable federal law or regulation.

4.4 Use of PIT and Data.

The use of PII and Data shared under this Agreement is for no purpose other than as described in
this Agreement, and as authorized under 34 CFR § 99.31(a)(6)(i). MESA agrees not to share PII
and Data received under this Agreement with any other entity without prior written approval from
SPS. MESA understands that this Agreement does not convey ownership of PII and Data to
MESA.

4.5 MESA Employee Training and Confidentiality.

MESA agrees to require and maintain a confidentiality agreement (in the same form as set forth
in Exhibit B, attached hereto and incorporated herein) from each employee, contractor, or agency
that will have access to PII and Data pursuant to this Agreement. Nothing in this section
authorizes MESA to share PII and Data provided under this Agreement with any individual or
entity for any purpose other than completing MESA’s work as authorized by SPS consistent with
this Agreement.

MESA shall require all employees, contractors, and agents of any kind who shall have access to,
may have access to, or could be privy to PII and Data to be trained on and to comply with this
Agreement and all applicable provisions of FERPA, HIPAA, and other federal and state laws and
local procedures with respect to PII and Data shared under this Agreement. MESA shall use
Exhibit C, attached hereto and incorporated herein, -- Data Stewardship: Managing Personally
Identifiable Information in Electronic Student Records — as a guide for such training. MESA
shall have in place appropriate disciplinary policies for employees that violate the terms of this
Agreement, any confidentiality agreements, and/or FERPA, including policies that allow for
termination in appropriate instances.

4.6 Studies and/or Reports.

SPS reserves the right to review and object to any and all reports developed under this Agreement
that rely on PII and Data, prior to said reports being published. MESA will not identify SPS on
any published reports of any studies or testing unless SPS has had the opportunity to review and
approve the report or publication prior to release. MESA will provide a draft copy of any
proposed publish reports to SPS 30 days prior to said reports being published. In the event SPS
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objects to said reports, the parties shall meet to discuss the objection at least 14 days prior to the
date of publication. In lieu of, or in addition to this discussion, SPS may provide written response
to MESA 14 days prior to the date of publication. In addition, if MESA names SPS in any
reports or publications, SPS will have the opportunity to review and approve the report or
publication prior to release.

Any publications or reports of PII and Data, including preliminary project descriptions and draft
reports, shall involve only aggregate data and not PII. No report of aggregate data based on an
identifiable group of students less than ten in number shall be released to anyone other than SPS.
MESA shall require that all employees, contractors, and agents working on the project abide by
that statistical cell size.

Absent consent from the parent or eligible student, PIl cannot be published in a way that would
allow individual students and their parents to be identified. MESA can use PII to conduct
studies, audits or evaluations, but results must be published in a way that protects the privacy
and confidentiality of the individuals involved. For example, when publishing tables, cell
suppression and other methods of disclosure avoidance must be used so that students cannot be
identified through small numbers displayed in table cells.

MESA agrees and commits that all studies will be conducted in a manner that does not permit PII
of parents or students to be released to individuals other than authorized representatives of MESA
who have a legitimate interest in the information for the purpose set forth in this Agreement. This
means that MESA shall only allow internal access to PII of parents or students to individuals with
a need to know and that MESA shall take all reasonable steps to maintain the confidentiality of
such PII at all stages of any study, including within any final report.

Annually, on or about July 31 throughout the term of this Agreement, MESA will provide to
SPS a technical report outlining program outcomes.

4.7 Maintenance of PII and Data.

MESA shall maintain all PII and Data received pursuant to this Agreeent separate from all other
files unrelated to this Agreement, and shall not copy, reproduce, or transmit PII and Data obtained
pursuant to this Agreement, except to MESA’s own agents acting for or on behalf of SPS and as
necessary to fulfill the purpose of the testing described herein. All copies of PII and Data of any
type, including any modifications or additions to PI and Data from any source that contains PII
regarding individual students, are subject to the provisions of this Agreement in the same manner
as the original PII and Data disclosed by SPS to MESA. The ability to access or maintain PIT and
Data under this Agreement shall not, under any circumstances, transfer from MESA to any other
individual, institution, or entity, unless SPS provides prior written approval to MESA.

4.8 Security of PII and Data.

MESA shall exercise due care to protect SPS’ PII and Data from unauthorized physical and
electronic access.

Due care includes establishing and maintaining data stewardship consistent with the data
stewardship concepts set forth in Exhibit C. Due care further includes security policies,
standards and procedures which detail: access security, internal control procedures, identification,
and authentication; network and workstation security; premise security; sanctions for
unauthorized use or disclosure of PII and Data; and segregation of SPS PII and Data. All risks
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and liabilities of use and misuse by MESA of PII and Data provided pursuant to this Agreement
are understood and assumed by MESA. Notwithstanding the foregoing, the risks and liabilities
assumed by MESA are limited to the negligence of WSU, its employees, officers, or agents acting
within the scope of their official responsibilities in carrying out the performance of this
Agreement.

MESA shall verify before receiving any PII and Data that it has a sound data security program,
which protects both data at rest and data in transmission. At a minimum, the following data
security provisions are required:

All electronic SPS PII and Data must be stored in a location that requires a password to gain
access to the data. Passwords used to gain access to the data must be secure, Transmission of
the data electronically (email, FTP, etc.) requires that the data be encrypted and secured before
transport.

SPS has the right, but not the obligation, to complete a physical inspection of MESA’s data
security program. Additionally, MESA shall specify required data security elements, including
requirements related to encryption, where the data can be hosted, transmission methodologies,
and provisions to prevent unauthorized access.

4.9 Nondisclosure.

MESA and its authorized employees, contractors, and agents working on the testing under this
Agreement shall not disclose or re-disclose PII and Data contained under this Agreement in any
manner that could identify any individual student to any other entity.

MESA shall not provide any PII and Data obtained under this Agreement to any entity or person
ineligible to receive PII and Data protected by FERPA, HIPAA, or other state and federal law, or
prohibited from receiving PII and Data by virtue of a finding under 34 CFR §§ 99.31 and 99.35.
MESA agrees to require all employees, MESAs, or agents of any kind working on the project to
comply with this provision. No other entity is authorized to engage in any use of PII and Data
obtained under this Agreement upon the termination of this Agreement.

In the event any disclosure of PII and Data occurs that is contrary to the disclosure allowed by
this Agreement, MESA shall notify SPS of such disclosure within 24 hours of knowledge of the
disclosure. MESA acknowledges that the damage to SPS and its students and parents resulting
from the unauthorized use or disclosure of PII and Data would be impossible to calculate.
Therefore, both parties hereby agree that SPS shall be entitled to injunctive relief preventing the
unauthorized use or disclosure of any PII and Data. Such injunctive relief shall be in addition to
any other remedies available hereunder, whether at law or in equity. Further, in the event of
litigation relating to this Agreement, each party shall be pay its own attorney’s fees and expenses.

4.10  Disposition and Destruction.
All PII and Data will be promptly returned or destroyed by MESA prior to the sooner of: (a)
when the PII and Data is no longer needed for the purpose(s) for which the PII and Data is used

under the terms of this Agreement; (b) when the work for which the PII and Data was required, as
described herein, is completed; (c) the following date July 31, 2016.
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Acceptable destruction methods for various types of media include: on-site shredding, pulping, or
incineration; deface readable surface with coarse abrasive, CD shredder, degaussing, wiping and
cutting up.

Upon the destruction of each transfer of PII and Data, MESA shall complete a Certification of
‘Data Disposition (“Certification of Data Disposition”) and submit it to the SPS Coordinator of
Services (“Coordinator of Services”) listed in Section 6.2. The Certification of Data Disposition
shall be in the same form as set forth in Exhibit D, attached hereto and incorporated herein.

4.11 FEmployees of MESA.

Any applicant, employee, or contractor of MESA who will have access to PII and Data shall be
required to have a current record check which has been completed through the Washington State
Patrol Criminal Identification System, under RCW 43.43.830-.834, RCW 10.97.030 and .050,
and through the Federal Bureau of Investigation before hiring and prior to access to PII and Data.
Such record checks shall include a fingerprint check using a complete Washington state criminal
identification fingerprint card. In the alterative, for WSU employees who will have access to PIT
and Data, MESA may utilize the services of WSU Human Resources Services to secure the
record check, so long as a criminal check is conducted that will reveal criminal felony and
misdemeanor convictions both within the state of Washington, as well as nationally. Record
checks required above, which have not been previously completed, shall be at the sole cost and
expense of MESA. This shall be an ongoing requirement, and as a result, background checks
shall be renewed periodically in order to determine whether conduct has occurred post-
employment.

MESA shall prohibit any employee, agent, or contractor from having access to PII and Data, if it
has knowledge that such individual has pled guilty to, or has been convicted of, any felony crime
specified under RCW 28A.400.322. Any failure to comply with this section shall be grounds for
immediate termination of this Agreement by SPS, notwithstanding any other provision in this
Agreement,

S. Rights and Responsibilities of Both Parties.
5.1 Compliance with Laws.

The parties shall comply with all laws, ordinances, and regulations of governmental bodies
applicable to this Agreement.

52 Coordination.
The parties acknowledge that regular ongoing communication is vital to the success of the

collaborative nature of this Agreement. Each party hereby designates the following persons to be
their Coordinator of Services:

SPS: MESA:

Clay Gehring Joanna Moznette

Director, Technology Services Spokane MESA Center Director
200 N. Bernard P.O. Box 1495

Spokane, WA 99201 Spokane, WA 99201
509-354-7263 509-358-7966
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5.3 Indemnification.

MESA shall defend, indemnify, hold and save harmless SPS, its agents, representatives, directors,
and employees (“Indemnitees”) from all loss, damage, liability, claims, allegations, demands,
suits, causes of action, settlements, judgments, or expenses (except that each party pays its own
fees and expenses in the event of litigation), (each and all, hereinafter, “Claim”), resulting from
any actual or alleged injury or death of any person, or from any actual or alleged loss of or
damage to any real or personal property, caused by or resulting from any negligent act or
omission by MESA or its employees, or agents relating to, arising from, or connected with
MESA’s performance of this Agreement. This agreement to defend, indemnify and hold
harmless shall be triggered upon the assertion of any Claim against any Indemnitee within the
scope of MESA’s said defense, indemnification and hold harmless obligations. Notwithstanding
the foregoing, MESA will provide such defense only as permitted by law and as covered by
WSU’s coverage under the State of Washington Self-Insurance Liability Program and the Tort
Claims Act (RCW 4.92 et seq.).

5.4 No Dual Employment.

Nothing contained in this Agreement or related documents shall be construed as creating any
form of an employment relationship between the parties. The officers, agents, employees, or
volunteers of MESA shall not, for any purpose, be considered agents or employees of SPS,
whether by virtue of this Agreement or otherwise, nor shall they be entitled to any rights or
privileges of employment with SPS. MESA assumes exclusive responsibility for any and all
actions, omissions, rights, and obligations of their own respective officers, agents, employees, or
volunteers hereunder to the extent allowed under the Tort Claims Act (RCW 4.92 et seq.) and its
coverage under the State of Washington Self-Insurance Liability Program. SPS employees do
not, by this Agreement, become agents or employees of MESA.

5.5 Nondiscrimination/Harassment.

In the performance of this Agreement, the parties assure compliance with state and federal
guidelines and regulations regarding nondiscrimination and harassment involving any
employee/student on the basis of race, color, gender, religion, national origin, creed, marital

status, age, sexual orientation, pregnancy, the presence of any sensory, mental, or physical
disability, or any other protected class in any benefits under this Agreement.

5.6 Insurance.

For the duration of this Agreement, MESA shall maintain in force at its own expense, the
following insurance:

5.6.1 Worker’s Compensation Insurance in compliance with Title 51 RCW;
5.6.2 Comprehensive General Liability Insurance, affording coverage on an “occurrence” as

opposed to “claims made” basis, with a limit of not less than $1,000,000 each occurrence
and $2,000,000 aggregate for bodily injury and property damage. Such insurance shall
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include products and completed operations, and personal injury liability coverage for the
defense, indemnity, and hold harmless obligations provided under this Agreement;

5.6.3  With respect to the insurance policies required of MESA by the immediately preceding
Section 5.6.2 MESA shall provide evidence of such insurance naming SPS and its
employees, agents, directors, and representatives, as additional insureds under such
policies, for all purposes and claims made against SPS or any of them related to or arising
from the subject matter or performance of this Agreement to the extent that such claims
are a result of the negligence of WSU, its employees, officers, or agents acting within the
scope of their official responsibilities in carrying out the performance of this Agreement,
Such evidence shall be provided before the performance of this Agreement that
establishes to SPS’s satisfaction that compliance with MESA’s obligations under Section
5.6 of this Agreement has occurred,;

5.6.4  There shall be no cancellation, material change, or reduction of limits or non-renewal of
the insurance coverage required by this Agreement without thirty (30) days’ written
notice to SPS;

5.6.5 MESA shall ensure that any individual or subcontractor it provides shall comply with the
requirement in this Section 6 of this Agreement.

6. Assignment.

Performance of any or all aspects of this Agreement may not be assigned without written authorization by
the other party. Likewise, neither party may assign their respective rights to any claims or actions arising
out of or relating to this Agreement without written authorization by the other party.

7. Integration.

This Agreement constitutes the entire and exclusive agreement of the parties hereto regarding the subject
matter, and supersedes all prior and contemporaneous agreements, undertakings and understandings of the
parties hereto in connection with the subject matter hereof.

S. Modification.

This Agreement shall not be modified, rescinded or revoked in any manner whatsoever, except by written
consent of all parties hereto. No such modification shall be valid unless the written modification is first
provided via certified mail or personal delivery to each of the parties listed in Section 10 below. Actual
receipt by either party constitutes compliance with the requirement to send by certified mail or personal

delivery.
9. Termination/Written Notice.
Either party may cause this Agreement to terminate, without cause, upon 30 days written notice via

certified mail or personal delivery. Termination of this Agreement shall not relieve MESA of or from any
obligations regarding use and destruction of PII and Data. Termination Notice shall be sent to the persons

named below:
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SPS: MESA:

Dr. Mark Anderson Joanna Moznette
Associate Superintendent Spokane Mesa Center Director
School Support Services P.O. Box 1495
200 N. Bernard Spokane, WA 99210
Spokane, WA 99201
10. Waiver.

No waiver of any breach of any term of this Agreement shall be deemed or shall constitute a waiver of
any other breach of this Agreement, nor shall such waiver constitute a continuing waiver unless otherwise
expressly provided. No waiver shall be binding unless it is in writing and signed by the party waiving the
breach.

11. Severability.

Each separate numbered paragraph of this Agreement shall be treated as severable, to the extent that if
any one or more such paragraphs shall be adjudged or declared illegal, invalid, or unenforceable, this
Agreement shall be interpreted, and shall remain in full force and effect, as though such paragraph or
paragraphs had never been contained in this Agreement.

12. Headings.

The headings of this Agreement are inserted for convenience only and are not to be considered in the
construction of provisions and shall not in any way limit the scope or modify the substance or context of
any section or paragraph hereof.

13. Mediation.

In the event that a dispute shall arise regarding the terms, conditions, or breach of this Agreement, the
parties shall, as a condition precedent to taking any action, except for injunctive relief as provided for
above, mediate the dispute using a Dispute Panel in the following manner: each party to this Agreement
shall appoint one member to the Dispute Panel, and the members so appointed shall jointly appoint an
additional member to the Dispute Panel. The Dispute Panel shall review the facts, contract terms and
applicable statutes and rules and make a determination of the dispute. The determination of the Dispute
Panel shall be final and binding on the parties hereto. The parties shall equally share the costs, if any, for
the services of the Dispute Panel and the facility for the mediation. Each party shall otherwise pay its
Oown expenses.

14. Governing Law/Venue.
The terms of this Agreement shall be governed by the laws of the state of Washington. In the event that

legal action is commenced to resolve a dispute arising out of this Agreement, the venue of such action
shall be in Spokane County, Washington.
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15. Precedence of Amendment.

In the event of a conflict between the terms and conditions of this Amendment and the terms and
conditions of the Memorandum of Understanding or the First Amendment, the terms and conditions of
this Second Amendment shall govern and control.

16. Authority.

The undersigned represent and warrant that they are authorized to enter into this Agreement on behalf of
the parties.

DATED this day of ,2014

HOOLS:

L ridale

Ass001ate Superlntendent
School Support Services

WASHINGTON STATE UNIVERSITY:

Recommended by:
\
O Wieatis /21 14
Joanna Moznette Date

Director, Spokane MESA Center

Approved by:

Date
Contracts Manager
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EXHIBIT A
INFORMATION AND DATA TO BE SHARED

MESA Recruitment Data Request Parameters

As requested, and to the extent available, the following student recruitment data information will be
provided to MESA in late December or early January each year of this agreement.

Students from the following grades who meet any of the Classification Criteria below will be included in
the recruitment file:

‘6" grade elementary students moving to 7" grade at Glover

7t grade Glover students advancing to 8" grade at Glover

7t grade Sacajawea students advancing to 8" grade at Sacajawea
7' grade Salk students advancing to 8" grade at Salk

8™ grade middle school students at Sacajawea moving to 9" grade at Lewis & Clark

8™ grade middle school students at Glover moving to 9" grade at North Central or Shadle Park
8™ grade middle school students at Salk moving to 9" grade at North Central or Shadie Park
8™ grade middle school students at Sacajawea moving to 9™ grade at Lewis & Clark

9™ grade students at Ferris advancing to 10" grade at Ferris

9™ grade students at North Central advancing to 10" grade at North Central
g% grade students at Lewis & Clark advanced to 10" grade at Lewis & Clark
9™ grade students at Shadle Park advanced to 10" grade at Shadle Park

Classification Criteria

A) All females regardless of race or ethnicity
B) All males with Race Code 200, 400, 600 or Hispanic Ethnicity

As requested and to the extent available, the following fields will be prdvided in the recruitment file:

& Students first and last names
e Student IDs (not proxied)

¢ Race & Ethnicity codes

s Current school name and code
e Next school

e Student address

e Student phone number

e Student GPA
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EXHIBIT A

MESA End of Year Data Request Parameters

As requested and to the extent available the following end-of-year data will be provided to MESA in late
June or early July each year of the agreement for tracking students who have participated in MESA
courses.

Classification Criteria

Students who meet the following criteria will be included in the end of year data file:

A) Students who have completed two semesters of a MESA class in the current or prior school
years at Spokane Public Schools.
o Forexample, if a student completes a MESA class in 7" Grade but is not enrolled in
MESA in subsequent years will be included in the MESA data file throughout their
enroliment at Spokane Public Schools

As requested and to the extent available, the following fields will be provided in the end of year data
file:

e Students first and last names

e Student IDs (not proxied)

e Race & Ethnicity codes

e Current school code and name

e Next school

e Student address

¢ Student phone number

e Student GPA

e Student course enrollments

e Free/Reduced-Lunch eligibility status
e College Bound Scholarship applicant status

Data will be provided on a password protected CD-ROM

Spokane Public Schools and WSU MESA, Addendum 2 Page 12 of 31




EXHIBIT A-1

“ADDITIONAL” MESA Recruitment Data Request Parameters

III

As requested, and to the extent available, the following “additional” student recruitment data
information will be provided to MESA in early March of each year identified below during the term of
this agreement.

Students from the following grades who meet any of the Classification Criteria below will be included in
the recruitment file:

MARCH 2014

e 6th grade elementary school students moving to 7th grade at Shaw
e 7th grade middle school students at Shaw advancing to 8th grade at Shaw
e 7th grade middle school students at Garry advancing to 8th grade at Garry

MARCH 2015

e 8th grade middle school students at Garry advancing to 9th grade at Rogers
e 8th grade middle school students at Shaw advancing to 9th grade at Rogers

MARCH 2016

e 9th grade high school students at Rogers advancing to 10th grade at Rogers

Classification Criteria

C) All females regardless of race or ethnicity
D) All males with Race Code 200, 400, 600 or Hispanic Ethnicity

As requested and to the extent available, the following data fields will be provided for each cohort in the
recruitment file:

e Students first and last names

e Student IDs (not proxied)

e Race & Ethnicity codes

e Current school name and code
e Next school

e Student address

e Student phone number

e Student GPA

Data will be provided on a password protected CD-ROM.
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EXHIBIT B

NOTICE OF UNDERSTANDING, TRAINING AND PROMISE RESPECTING THE
NONDISCLOSURE OF CONFIDENTIAL INFORMATION

T understand that I will be working directly or indirectly with personally identifiable information and data from Spokane
Public Schools (“SPS™). All such information and data from SPS is deemed confidential and is subject to the attached and
incorporated written Agreement between SPS and MESA.

I further understand that I am prohibited from directly or indirectly making any unauthorized disclosure of any such
information or data to any other person or entity.

I swear or affirm and promise that I have been trained by MESA as to my obligations regarding use and nondisclosure of
all such information and data.

I swear or affirm and promise that I will not directly or indirectly making any unauthorized disclosure of any such
information or data to any other person or entity.

I understand that if 1 participate in any unauthorized disclosure of any such information or data I may be subject to
applicable disciplinary, civil, and criminal proceedings and/or penalties.

Date:

Signature

Printed Name and Title

MESA ASSURANCE

MESA hereby assures SPS that:

(1) The above named person has been informed of the obligations and limitations respecting the nondisclosure of
personally identifiable information and data established by the Agreement between SPS and MESA;

(2) No such information or data as defined above will be disclosed to any person or entity not expressly authorized by
MESA or SPS to receive such information or data;

(3) MESA shall adequately safeguard all such information and data from disclosure to or access by unauthorized persons;
and

(4) All such information and data provided by or through SPS will be retrieved and returned to SPS, or destroyed as
specified in the attached Agreement.

Date:

Signature

Printed Name and Title

(A COPY OF THIS SIGNED DOCUMENT MUST BE RETURNED TO SPS FOR EACH PARTICIPANT
HAVING ACCESS TO SPS INFORMATION.)
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Data Stewardship: Managing
Personally Identifiable
Information in Electronic Student
Records

The growth of electronic student data in America’s
education system has focused attention on the ways these
data are collected, processed, stored, and used. The use of
records in Statewide Longitudinal Data Systems to follow
the progress of individual students over time requires
maintaining student education records that include
information that identifies individual students. The
sensitivity of some of the personally identifiable
information in student records increases the level of
concern over these data. Administrators and data
managers can help ensure the protection of personally
identifiable information in the student records they
maintain by developing and implementing a privacy and
data protection program. The principles embodied in the
Fair Information Practices adopted in the United States by
the Federal Chief Information Officers Council and the
Department of Homeland Security, coupled with the
Family Educational Rights and Privacy Act (FERPA) and
related regulations, provide a foundation for such a
program.

Data Stewardship Defined

In 1973, the Department of Health Education and
Welfare (HEW) report, Records, Computers and the Rights
of Citizens: Report of the Secretary’s Advisory Committee on
Automated Personal Data Systems, discussed the need to
“maintain data in the system with such accuracy,
completeness, timeliness, and pertinence as is necessary to
assure accuracy and fairness in any determination relating
to an individual’'s qualifications, character, rights,
opportunities, or benefits that may be made on the basis of
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such data” (pg. 6, Chapter IV). This was codified in the
Privacy Act of 1974 (5 US.C. § 552a(g)(1)(C)). More
recently, on their website, the American Statistical
Association’s Committee on Privacy and Confidentiality
cites the Census Bureau'’s definition of data stewardship as
an “organizational commitment to ensure that identifiable
information is collected, maintained, used, and
disseminated in a way that respects privacy, ensures
confidentiality and security, reduces reporting burden, and
promotes access to statistical data for public policy.”
These two sets of requirements can be combined and
tailored to education data as follows:

Data stewardship is an organizational commitment to
ensure that data in education records, including
personally identifiable information:

» Are accurate, complete, timely, and relevant for
the intended purpose;

» Are collected, maintained, used, and
disseminated in a way that respects privacy and
ensures confidentiality and security;

» Meet the goals of promoting access to
the data for evaluating and monitoring
educational progress and educational
programs; and

» Meet the goals of assuring accuracy to ensure that
decisions relating to an individual student’s rights
and educational opportunities are based on the
best possible information.

These requirements are best operationalized through
written policies and procedures. Typically, in a system
with multiple uses and users, the task of establishing and
promulgating policies and procedures is assigned to a
Governance Committee that includes representatives of
management, legal counsel, the data system administrator,
data providers, data managers, and data users. The
members representing these different stakeholders should
be appointed to the Governance Committee by the head of
the state education office, schoo! district, or school,
depending on the level where the affected data are held.
This group should be established to work collaboratively
to develop the policies and procedures for a privacy and
data protection program. These policies would then be
implemented by the data system administrator through
the ongoing management of data collection, processing,
storage, maintenance, and use of student records. Any
appeals of the established policies and procedures should
be directed to the appointing official.
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In developing a statewide longitudinal data system,
privacy and data protection plans must be in place in each
entity that holds student records with personally
identifiable information. This includes, for example,
preschools, elementary and secondary  schools,
postsecondary programs and institutions, and workforce
training programs. It also includes different organizational
levels within each of these components of the education
system; for example, elementary and secondary school
data are typically held at the school, district, and state
levels. Whether they are developed separately at each
level or as a part of a unified approach across levels,
efforts must be undertaken to ensure that the policies and
rules and regulations are compatible across levels. For
example, in elementary and secondary education, there
may be more information maintained in a student
education record at the school and district level than is
planned at the state level. In this case, if the privacy and
data protection plans are being developed and
promulgated from the state level, districts and schools
must supplement their plans to ensure that all personally
identifiable information maintained about their students is
included. On the other hand, if each education level is
developing privacy and data protection plans separately,
efforts must be undertaken to ensure that established
policies and procedures are complementary and do not
conflict.

Conduct an Inventory of
Personally Identifiable
Information

In order to ensure that the necessary data protections
are in place, the Governance Committee, or a Data
Subcommiittee, for each entity that holds student records
must first identify the personally identifiable data elements
that need to be protected. Personally identifiable
information {PII) includes information that can be used to
distinguish or trace an individual’s identity either directly
or indirectly through linkages with other information. In
the case of education data, FERPA regulations (34 CFR §
99.3).

In conducting the inventory, the specific use of PII
must be taken into account. For example, while FERPA
has provisions to protect students’ right to privacy,
including the right to inspect and review education
records (20 U.S.C. § 1232 (a); 34 CFR § 99.10) and a
requirement for consent to disclose information to
unauthorized entities (20 U.S.C. § 1232 (b); 34 CFR §
99.30), FERPA permits the release of student directory
information?! (20 U.S.C. § 1232g(a)(5); 34 CFR § 99.3). A

1 Educational agencies or institutions are granted authority under FERPA
to publicly release directory information after providing public notice to
the parents of students or to eligible students in attendance at the agency
or institution of the types of personally identifiable information that the
agency or institution has designated as directory information. The parent
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school directory may include PII such as a student’s name,
grade level, and contact information. Taken by itself, the
release of this information is not harmful to a student
However, when combined with the student's Social
Security Number or another identifier and the student’s
education record, this information has the potential for
violating a student’s right to privacy. The release of this
combined record could lead to harm or embarrassment.
Thus, the privacy and data protection program should
focus on PII that will be maintained in the electronic
student record system with its likely wealth of student
data.2

The term personally ldentlﬁable mformatzon mcludes
but is notlzmlted to ' .

1 Thestudentsname;

‘ 2. The name of the students parent or farmly;r
;members . . -

3. Theaddress of the student or student’s family; -

, {A personal 1dent1ﬁer, such as-_.the students:‘
_ Social Security Number, student -number, or
- blometnc record : . o

' 5 i‘Other mdlrect ldentlﬁers such as the students
_ date of birth, place of birth, and - mother s -
malden name ' - -

- Other lnformatlon that alone orin comblnatlon .
is linked or hnkable toa SpeClﬁC student that
.~ would allowa reasonable person in the school |

. community, who does not hav f.personal
__knowledge of the relevant arcumstances to
- ;'1dent1fy the student wrth reasonable certalnty,

A

Identify All Personally Identifiable and
Sensitive Information.

The inventory should include all current and
proposed data elements (National Institute of Standards
and Technology |[NIST], Guide to  Protecting the
Confidentiality of Personally Identifiable Information

or the eligible student must also be given the right to refuse to have any or
all of the student’s information released as directory information.

2 An electronic student record system or information system consists of a
discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of
[education] information (44 U.S.C. §3502).
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(PII), 2010 Special Publication 800-122, pg. 2-2). It
should also identify both direct and indirect identifiers.
Direct identifiers provide information that is unique to the
student or the student’s family (e.g., name, address, Social
Security Number, other unique education-based
identification number, photograph, fingerprints, or other
biometric record). Indirect identifiers are not unique to
the student or the student’s family but can be used in
combination with other information about the student to
identify a specific student (e.g.,, racial or ethnic identity,
date of birth, place of birth, mother’s maiden name, grade
level, participation in a specific program, course
enrollment).

An analysis of indirect identifiers should consider the
likelihood of identifying an individual student both as a
result of a combination of multiple data elements included
in the student’s education record and as a result of linking
the information in education records to information
included in external databases. In the first instance, a
combination of data elements within student education
records might reveal that there is only one student in a
specific grade within a school with a set of observable
characteristics who experienced a negative academic
outcome (e.g, one Hispanic third-grader receiving
instruction as an English language learner failed to reach
the proficient performance level on the state reading
assessment). In the second instance, if an external
database contains enough overlapping data elements that
are unique to an individual student, the two databases can
be linked, and any additional PII included in the external
database can then be associated with that student’s
education record.

Linkage with information from an external source
could occur as a result of a direct linkage by someone with
access to two confidential data systems who is able to
directly link the two databases (e.g, the student record
linked to local public health records on sexually
transmitted diseases or local crime records) or as a result
of a less direct linkage of information from a student’s
education record with information available in public
records (e.g., the education record for a 15-year-old Asian
female includes participation in services for unmarried
pregnant students, and public birth records could be used
to identify the father of the student’s child). Alternatively,
an education record might show that a 13-year-old female
student was the victim of a violent assault during the
school day on a specific date (without the specifics of the
assault). Meanwhile, a report in a local newspaper, while
protecting the direct identifiers of the victim, reveals some
of the details of an assault on a female student in that
school on the same date.

At the elementary and secondary level, an analysis of
the indirect identifiers should also consider whether any of
the data elements are protected under the Protection of
Pupil Rights Amendment (PPRA) (20 US.C. § 1232h; 34
CFR § Part 98). To protect the privacy and related rights
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of students and parents, the PPRA requires written
parental consent before a minor student can be required
to participate in any survey, analysis, or evaluation funded
by the U.S. Department of Education that includes
information concerning the following:3

1. Political affiliations or beliefs of the student or
parent;

2. Mental and psychological problems of the student
or the student’s family;

3. Sex behavior or attitudes;

4. Illegal, anti-social, self-incriminating, and
demeaning behavior;

5. Critical appraisals of other individuals with whom
respondents have close family relationships;

6. Legally recognized privileged or analogous
relationships, such as those of lawyers, physicians,
and ministers;

7. Religious practices, affiliations, or beliefs of the
student or the student’s parent; or

8. Income (other than that required by law to
determine eligibility for participation in a program
or for receiving financial assistance under such
program).

In the event any data elements under consideration for
inclusion in a student record system involve any of these
eight topics, those data elements should be included on the
inventory of PII and should be identified on the list as
PPRA-related variables.

A number of data systems include data on students’
instructors. A teacher identification number, a student-
teacher link, and information on the teacher’s education,
certification, teaching assignments, and scores on teacher
assessments are examples of the types of teacher data
elements that may be included at the preschool,
elementary, and secondary levels. A faculty identification
number, a student-faculty link, and information on the
faculty member’s field, education, tenure status, credit
hours taught in the relevant academic period, and amount
of funded research may be included at the postsecondary
level. Although FERPA and the definitions given refer
specifically to students, PII on teachers and any other staff
that are maintained as part of the electronic record system
should be included in the inventory of PII and protected in

3 Under PPRA (20 U.S.C. § 1232h; 34 CFR Part 98), school districts
receiving funds from the U.S. Department of Education are required to
provide annual parental notification of their policies concerning students’
rights and of the specific or approximate dates during the school year of
any survey that is scheduled to be administered to students if the survey
includes any of the eight restricted topics, regardless of survey funding.
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the same way as the student data. Apart from the fact
that protecting any PII is a best practice, when faculty and
staff data are linked to the student’s record, they become
indirect identifiers for the student record and can be used
to identify individual students.

Confirm the Need to Maintain Personally
Identifiable Information

The Fair Information Practice of Data Minimization
and Retention calls for “only collecting personally
identifiable’ information that is directly relevant and
necessary to accomplish the specified purpose(s). [And for]
only retaining personally identifiable information for as
long as is necessary to fulfill the specified purpose(s).” In
addition, the Fair Information Practice of Purpose
Specification calls for “..specifically articulating the
purpose or purposes for which the PII is intended to be
used.” Once the list of current or planned PII in an
education record is completed, the planned uses should be
identified for each data element (NIST, Guide to
Protecting the Confidentiality of Personally Identifiable
Information (PII), 2010 Special Publication 800-122, pg.
3-4). Decisions should be made as to whether each data
element is needed.

The National Forum on Education Statistics*
identified the following K-12 administrative uses of
student education records in the 2004 report, Forum
Guide to Protecting the Privacy of Student Information:
State and Local Agencies (pg. 44):

> INSTRUCTION—Teacher and counselors need
information about an individual student’s previous
educational experiences and any special needs the
student might have to deliver appropriate instruction
and services and to plan educational programs; parent
contact information is needed to keep parents
informed of student progress.

> OPERATIONS—Schools and districts need data for
individual students to ensure the efficiency of day-to-
day functions such as attendance records, meeting
individual students’ special needs, handling individual
students’ health problems, and operating food service
and transportation programs.

» MANAGEMENT—Schools, districts, and state
education agencies use data about students for
planning and scheduling educational programs and for
the distribution of resources.

* This entity is a part of the National Cooperative Education Statistics
System, which is authorized in law (20 U.SC. § 9547). 1t was established
and is supported by the National Center for Education Statistics for the
purpose of assisting in producing and maintaining comparable and
uniform information and data on early childhood education and
elementary and secondary education. To this end, the National Forum
proposes principles of good practice to assist state and local education
agencies.

Spokane Public Schools and WSU MESA, Addendum 2

» ACCOUNTABILITY—Schools, districts, and state
education agencies use data about students and about
individual students’ progress to provide information
about students’ accomplishments and the effectiveness
of schools and specific educational programs.

> RESEARCH AND EVALUATION—Schools,

local, state, and federal education agencies use data
about students and about individual students’
progress to conduct analysis of program effectiveness,
the success of student subgroups, and changes in
achievement over time to identify effective
instructional strategies and to promote school
improvement.

Recent legislative initiatives provide funds for states to
develop and implement statewide longitudinal data
systems to support data-driven decisions to improve
student learning and to facilitate research to increase
student achievement and close achievement gaps.®> These
data systems are intended to enhance the ability of states
to manage, analyze, and use education data. The
supporting legislation calls for an expansion in the
amount of information included in student education
records, including linkable student and teacher
identification numbers and student and teacher
information on student-level enroliment, demographics,
program  participation, test records, transcript
information, college readiness test scores, successful
transition to postsecondary programs, enrollment in
postsecondary remedial courses, and entries and exits
from various levels of the education system. To facilitate
the usefulness of this information, the legislation also calls
for an alignment between P-12 and postsecondary data
systems, which requires linkages between student and
teacher records, between preschool and elementary
education, and between secondary and postsecondary

education and the workforce.’ These linkages require data
sharing across different components of the education
system.

Some of the uses of education data require PII from
individual students’ records; others use aggregated
student data for one point in time that are derived from
information included in education records; others use
aggregate student data that are derived from longitudinal
data on individual students; still others use individual
student level data linked across levels of the education

5 Educational Technical Assistance Act of 2002, Title Il of ESRA, 20 US.C. §
9607.

6 The America COMPETES Act, 20 U.S.C. § 9871 identifies data elements
that are important in statewide longitudinal data systems, Title VIII of the
American Recovery and Reinvestment Act of 2009 (ARRA, Pub. L. 111-5),
authorizes funds to the Institute of Education Sciences to carry out
section 208 of the Educational Technical Assistance Act, $250,000,000,
which may be used for Statewide data systems that include
postsecondary and workforce information, and Title XIV of this Act
requires states accepting funds under this Act to establish statewide
longitudinal data systems that incorporate the data elements described in
the America Competes Act.
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system. Thus, some uses require access to Pl], including
the students’ names and contact information, and, in some
cases, linked longitudinal data; some may require detailed
linked longitudinal data included in student records but
do not require access to the individual students’ names or
other direct identifiers; still others may require nothing
more than aggregates of data for a single year, again with
no need for any information on individual students. Lists
of the specific anticipated uses and linkages of the data can
help to clarify data needs and to identify those needs
which do or do not require access to PII. In addition,
given the utility of linking data across sectors, care should
be taken to ensure that the direct identifiers that are
needed for accurate linking across record systems are
maintained.

The length of time student records are retained is
complicated by the fact that students may need to request
_information from education records as proof of credentials
for employment purposes over the course of their
workforce careers. To protect student privacy, while at the
same time maintaining student records, the Governance
Committee should develop a schedule and plan for
migrating student education records to a retrievable
archive following a student’'s completion at a specific level
or departure due to transferring or dropping out. This
would preserve the student education records for use in
documenting a student’s educational credentials (e.g,
grade level and/or courses completed and grades or scores
earned, honors conferred) and would allow for linkages
across sectors and for retrospective evaluations of
educational progress. At the same time, archiving historic
student education records in a secure environment that is
separate from the currently active components of an
electronic student record system decreases the likelihood
of unauthorized or inadvertent disclosures of records
belonging to former students. Similarly, the Governance
Committee should establish a plan for record destruction
at such point in time when it is anticipated that the
records will no longer be needed.

Ensure Data Quality and Integrity

The Fair Information Practice of Data Quality and
Integrity calls for “ensuring, to the greatest extent
possible, that personally identifiable information is
accurate, relevant, timely, and complete for the purposes
for which it is to be used.” The issue of relevance will
have already been addressed in the review of the specific
uses and need for individual data items. Once a decision
is reached to maintain a specific data element in students’
education records, there is an obligation to ensure that the
information included is up to date and complete, and that
it accurately reflects the students’ educational experiences.
Systems should be put in place to ensure the regular
periodic updating of student education records with the
most current and accurate information available for the
intended purpose (e.g., an annual review and updating of
student course transcripts). In fact, in recognition of the

Spokane Public Schools and WSU MESA, Addendum 2

importance of these elements of student privacy, FERPA
(20 US.C. § 1232g (a) and the related regulations (34
CFR § 99) acknowledge the right of a parent to inspect
and review his or her child’s (or, in the case of an eligible
student’, his or her own) education record for accuracy
and to ensure that there are no violations of privacy with
the right to request a correction or amendment.

Identify the Risk Level Associated with
Different Types of Personally Identifiable
Information

Notall personally identifiable data have the same level
of sensitivity.8 Some personally identifiable data elements
are more identifiable and/or more sensitive than others
and may thus require more electronic security and more
controls on access to the data elements. To guide the
organization’s use of PII and the protections provided for
such data, the Governing Committee or the Data
Subcommittee should also evaluate the risk of harm
associated with each personally identifiable data element.
All PIl included in a student education record system must
be protected, but some may require additional protections
(e.g., Social Security Numbers, disciplinary record, medical
records).

PII that is unique to a specific individual is more
identifiable than certain other personally identifiable data
elements that may be shared with others. For example, a
student’s Social Security Number, fingerprints, or other
biometric data are unique to an individual. In contrast,
other personally identifiable data elements, such as a ZIP
code or date of birth may be shared by multiple students.?

In evaluating the sensitivity of individual personally
identifiable data elements, the Governing Committee or
Data Subcommittee should take the potential for harm
from an unauthorized or inadvertent disclosure into
account. In this context, harm refers to any adverse
effects that would be experienced by an individual whose
PII was the subject of a loss of confidentiality, as well as
any adverse effects experienced by the organization that
maintains the PII®  (NIST, Guide to Protecting the

7 Eligible students are those age 18 and over or enrolled in postsecondary
institutions.

8 Sensitivity should be evaluated both in terms of the specific data
element and other available personally identifiable data elements. Note
that an individual’s SSN, medical history, or financial account information
is generally considered more sensitive than an individual’s phone number
or zip code.

9 It is important to note, however, groups of less sensitive identifiers can
be combined to identify specific individuals. For example, researcher
Latanya Sweeney used public anonymous data from the 1990 census to
show that the combination of the five-digit residential ZIP code, gender,
and exact date of birth could likely lead to the identification of 87 percent
of the population in the United States (in 2005 testimony before the
Pennsylvania House Select Committee on Information Security, House
Resolution 351, Recommendations to Identify and Combat Privacy
Problems in the Commonwealth).

10 Harm to an individual includes any negative or unwanted effects (i.e.,
that may be socially, physically, or financially damaging).
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Confidentiality of Personally Identifiable Information (PII),
2010 Special Publication 800-122, p. 3-1, 2). In the case
of a student, harm might include, for example, identity
theft, discrimination, or emotional distress. The related
harm to the organization responsible for the
confidentiality breach could include loss of public
confidence and public reputation, administrative burden of
investigating the breach and ensuring necessary remedial
steps are taken, and financial losses. To start the process
of mitigating the disclosure of harmful information,
personally identifiable data elements can be categorized by
level of sensitivity {i.e. the likelihood of harm from an
unauthorized disclosure)—perhaps as high, medium, and
low. Note that any data elements identified as a PPRA-
related variable should be categorized as a high-risk data
element. After the risk level is established, consideration
should be given to providing more protection and more
restrictions on access for the data elements that are
identified as highly sensitive. For example, these data

: At thls pomt the Govermng Commlttee or 1ts Dataff
“'Subcommlttee has inventoried and hsted all personally}
; 1dent1ﬁab1e - data elements h ~ list includes
“fdescrlptlons of the followmg for each personally?'
,lldentlﬁable data element i - L

> Content/ deﬁmtron, ‘ .
- Type of 1dent1ﬁer—d1rect or mdlrect o

> PPRArelated variable status; =

,f'Specu’rc use(s) and relevance

- sAccuracy; .

- Timeliness for: the 1ntended use, and

- "dlsclosure

. After a thorough review of the hst, the. Governmg;"
- Committee should dec1de whether to retain all existing.

_High, moderate or low risk of harm from;f

A;,personally 1dent1ﬁable data elements and whether togo
. forward,yvrth the inclusion of any addltlonal;prqpos}ed :

elements might be stored apart from the rest of the
student record in a more secure electronic environment,
with access limited to “need to know” circumstances for
only a subset of those with access to the system.

Implement Internal Procedural
Controls to Protect Personally
Identifiable Information
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The Fair Information Practice of Security calls for
“protecting personally identifiable information ({in all
media) through appropriate administrative, technical, and
physical security safeguards against risks such as loss,
unauthorized access or use, destruction, modification, or
unintended or inappropriate disclosure.” There are a
variety of internal controls that can be employed to assist
procedurally in the management of personally identifiable
data.2! The first set is a technical solution that involves
assigning new unique student identifiers to protect
students’ PII in longitudinal electronic data systems. The
second set focuses on procedures for workforce security to
ensure that only authorized staff members are given
access to personally identifiable student records. The third
set combines aspects of the first two sets of controls in a
role-based management approach that is intended to
ensure that access to each student’s education record is
available on a “need-to know” basis. The fourth set
involves operating rules for the conditions of use, such as
rules concerning permissible uses and prohibiting
unauthorized uses, procedures for protecting PII when it is
in the possession of authorized users, and procedures for
ensuring destruction of copies of records at the end of a
period of authorized use. The fifth set of internal controls
involves planning for possible data breaches by
establishing procedures for reporting known or suspected
breaches, analyzing the causes and impact of breaches,
and notifying affected individuals.

Unique Student Identifiers and the Use of
Linking Codes as Controls for Sensitive
Information

In order to monitor the educational progress and
experiences of individual students as they progress
through the education system, a unique record identifier is
needed to link each student's electronic record across
grade levels and across schools, institutions, and related
educational programs. Once attached to a student record,
this identifier becomes part of that student’s PII, as it must
be unique to the student to be useful.

Each child already has a unique Social Security
Number that could also be used to link to information in a
student record system with information from education-
related activities in other social service programs (e.g.,
Head Start or family services); thus, this might seem like
the logical number to use as the student identifier in an
electronic student record system in a K-12 or
postsecondary setting. However, the Social Security
Number should be treated as a sensitive piece of PII In
addition to being used to track a number of official
electronic transactions, it is the single most misused piece
of information by criminals perpetrating identity thefts.
Using it on a day-to-day basis in an electronic student

11 There are also a number of electronic controls that can be implemented
to assist in the management of personally identifiable data. They will be
covered in a Technical Brief on electronic security.
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record system increases the possibility of a harmful
disclosure that has ramifications beyond the student’s
education record. Instead, a separate unique student
identifier that is distinct from the student’s Social Security
Number should be used on a day-to-day basis in an
electronic record system.

The unique student identification number can be
assigned at the school, district, or state level; however,
care must be taken to ensure that within any record
system each student has only one assigned identification
number and that two students do not share the same
identification number. If student records from separate
schools within a district form a district-wide student
record system, the student identification numbers should
be assigned at the district level to ensure that each student
in the district has a single unique identification number.
Similarly, if all of the school districts in a state form a
state-wide student record system, the student
identification numbers should be assigned at the state level
to ensure that each student in the state has a single unique
identification number.

Each student's Social Security Number should be
maintained as a data element in a student record system
because of the important role it plays when linkages are
needed to other record systems (e.g, across states or
across education Ilevels within a state); however,
consideration should be given to storing the student’s
Social Security Number in a separate secure location. To
link the Social Security Number back to the rest of the
student’s record, a separate linking code must be assigned
to each student's record. By attaching a linking code to
each student’s record, the student’s Social Security Number,
any other highly sensitive student information, and a copy
of the linking code could be stored in a separate secure
location apart from the student record that is used on a
day-to-day basis. The linking code should not be based on
a student’s Social Security Number or other personal
information, should not be used to identify a student's
personal information, and should only be used for linking
different components of individual studentrecords.

Only a limited number of staff should have knowledge
of the method used to generate the linking code. Further,
only a limited number of authorized staff should have
access to the secured sensitive information and should be
permitted to use the linking code to combine two sets of
records. Minimizing the number of times a student’s Social
Security Number and other sensitive data are accessed, and
limiting access to this information to a small set of
authorized persons can help prevent unauthorized and
inadvertent disclosures of the Social Security Numbers and
other sensitive data.

Each student record system could use its own unique
internal linking codes. Then, when record linkages are
needed across different record systems (e.g, between
states when a student moves or between a secondary
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school data system and a postsecondary institution’s data
system), each system can use its linking code to link the
student record to the secured Social Security Number. The
record(s) with Social Security Numbers attached should
be safely transmitted to the administrator of the receiving
record system and then stored in a secure environment
until the records from the two separate systems are linked
by matching the Social Security Number from the two
record systems. Once the linked file is created and the
data are checked, the Social Security Number should be
removed from the combined file, and each student’s
linking code and Social Security Number is again securely
stored.

Workforce Security and Authorization for
Access to Personally Identifiable Information

Students and their parents provide the PII requested
by the education system with an expectation that the
confidentiality of the information provided will be
protected. To ensure that this expectation is fulfilled,
administrators have a responsibility to confirm the
trustworthiness of employees to whom sensitive student
information is entrusted. This can be done through the
use of security screenings, training, and binding
confidentiality pledges.

PII carries a potential for misuse. As a result, it is
advisable to require security screenings for staff members
whose job responsibilities require them to have access to
PIl in student education records. The screening might
include a background investigation using written,
electronic, telephone, or personal contact to determine the
suitability, eligibility, and qualifications of a staff member
for employment.?

Administrators should establish job descriptions that
delineate any uses of information that require access to PII
from student education records. Administrators should
then provide annually recurring training to inform each
employee. with any job responsibilities that involve
student education records of all legal and regulatory
safeguard requirements that apply to the use and the
design, development, operation, or maintenance of
electronic student education records. The training should
also cover all rules and procedures that are in place to
ensure compliance with the safeguard requirements.
Finally, the training should inform employees of the
penalties that apply to the misuse of the information in
student education records (NIST, Guide to Protecting the
Confidentiality of Personally Identifiable Information (PII),
2010 Special Publication 800-122, p. 4-1, 2, 3).

Following training, signed Affidavits of Nondisclosure
can be used when providing access to confidential data to
help ensure awareness of and compliance with all laws,

12 The U.S. Department of Education requires all staff and MESAs with
access to personally identifiable information to undergo a security

screening.
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regulations, rules, and procedural protections that apply.
The affidavit should include the following:

> The time period approved for access;

» A pledge to protect the personally identifiable
data in each student’s education record;

» Citations to relevant laws, regulations, and rules;
» A description of penalties for violations; and

> An affirmation that the staff member has read and
is aware of the documentation of the rules for
handling and using student education records.

Requiring each authorized staff person to sign an
Affidavit of Nondisclosure prior to being granted access to
student education records fulfills the confidentiality pledge
function.

Affidavits of Nondisclosure can be maintained to
provide a record of the fact that each authorized staff
member affirmed his or her commitment to protect the PII
in student education records. Once the affidavit is in place
and access is granted, there are additional electronic
mechanisms that can be used to protect the student
education records and to monitor and record access and
use for auditing and accounting purposes. Electronic
security will be addressed in a separate Technical Brief.

Role Based Access to Student Record Data

As mentioned briefly in the discussion of job
descriptions, the student information needed on a day-to-
day basis varies across groups of employees depending on
their roles in the education system. For example, an
elementary school teacher is likely to need regular access
to student data on attendance, grades, and student
performance on various assessments, but not necessarily
access to detailed information on the student’s medical
history or prior disciplinary actions. There are also likely
to be differences in the amount of PII needed across levels
of the education system. A program administrator for a
district-wide program with a specific emphasis, such as
science, math, or the arts, would need access to student
education records including academic history and students’
direct identifiers to organize placements into such
programs. Meanwhile, an analyst in the district office who
is responsible for generating aggregated reports of student
performance for submission to the state education agency
would need access to the performance results but not the
direct identifiers for individual students.

Once defined, the job descriptions can be used to
identify sets of data elements that are needed by groups of
data users based on their roles in the education system.
Then, rather than allowing each employee access to the full
electronic student record or restricting access to needed
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data elements one user at a time, the database manager
grants access to a set of data elements based on the data
user’s role.

This has been operationalized in statewide student
record systems by the use of different access levels to
protect personally identifiable and sensitive information in
students’ records. The Missouri Student Information
System documentation, Data Access and Management
Policy {pg. 6), offers a clear description of the goals in
using access levels in the following statement: “All access
levels are assigned in a way that maximizes usage by
educators without risking inappropriate disclosure of
personally identifiable information”

http: //www.dese.mo.gov/MOSIS/.

When a state uses access levels to control access to
information in student records, the access level may
control access to full records, with teachers, for example,
being limited to students in their assigned classes, and
principals having access to all student records in the
school. The access level may also be used to control access
to specific data elements {or fields) in the student records.
Finally, access levels can also be used to limit access to
read only or to allow read and write access. In some
instances, these three dimensions of control are used in
combination {e.g,, giving a teacher read and write access to
a subset of data elements in the student records for the
students enrolled in the teacher’s class). As states develop
systems for sharing student records across levels of the
education system, the use of access levels can be expanded
to encompass different roles in data use acrosslevels.

Using Education Records

Once staff members have been authorized and granted
access to student education records, they must abide by
established rules and procedures for using the data—
consistent with the terms agreed to in the Affidavit of
Nondisclosure. Many of the security controls involved in
using the data will be .discussed in the Technical Brief on
electronic security. However, there is an interface between
access and use procedures and electronic security.
Specifically, the Governance Committee should establish
rules that identify where student records can be accessed.
Within the school or office there may be restrictions placed
on where staff members can access electronic student
records. For example, access to the most sensitive
information might be limited to specified secure locations,
while access to less sensitive information might be allowed
on a wider range of terminals. There may also be
restrictions on whether access to student records is limited
to the school or office, or whether remote access is
permitted.

The use of access restrictions among authorized users
will help protect the information in student records from
authorized users who might be tempted to look at
information they are not authorized to access (ie.,
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browsing) or from other unauthorized uses of student
data. However, even among the staff members granted
access to student records use of the information should be
limited to permissible uses for the individual data
elements, as established in the data inventory.

To reinforce this, the Governance Committee should
promulgate rules that prohibit browsing or unauthorized
uses of information included in student education records.

The Governance Committee should also identify specific
behaviors that could lead to inadvertent unauthorized
access and establish rules prohibiting these actions. For
example, authorized data users should not share a
computer that houses identifiable student records with
anyone not authorized to access those records, and they
should not leave student record data with PII on an
unattended computer screen. In a similar vein, if staff
members are authorized to print hard copy of PII from
student records, there should be rules that require secure
storage of hard copy printouts or records (ie, in a
locked cabinet). In addition, if staff members are
authorized to copy PIl from student records to a CD-ROM
or flash drive, there should be rules concerning security
and protection of these electronic devices. There should
also be record retention rules that govern the length of
time a staff member may maintain a local electronic copy
or subset of student record data and the length of time
that a staff member can maintain hard copy of PII from
student records. There should be complementary rules
and procedures that govern the destruction of electronic
and hard copy extracts of student information at the end
of the approved access period.

Breaches of Personally Identifiable
Information

Every privacy and data protection plan should include
a response plan for the appropriate handling of a breach of
PII if one occurs. The NIST 2010 Guide to Protecting the
Confidentiality of Personally Identifiable Information (PII),
includes a detailed discussion of how to handle data
breaches. In particular, the Governance Committee should
develop a clear description of what constitutes a breach.
That description should be communicated to all staff
members who are authorized to access PII in student
records, along with a description of the immediate steps to
take in the event a security breach occurs or is suspected.
In particular, there should be a designated person in the
management chain to notify in the event of known or
suspected breaches involving PII.  Contact information for
the designated manager should be disseminated to all staff
members, along with a list of the information that should
be provided when reporting a known or suspected breach.
The NIST 2010 Guide (Special Publication 800-122, pg. 5-
1, 2) recommends that the report should include the
following information:

» The name, job title, and contact information of the
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person reporting the incident;

» The name, job title, and contact information of the
person who discovered the incident;

» Date and time the incident was discovered;

» Nature of the incident (e.g, system level electronic
breach, an electronic breach of one computer or
device or a breach of paper extract of records);

» Description of the information lost or
compromised;

» Name of electronic system and possible
interconnectivity with other systems;

» Storage medium from which information was lost
or compromised;

» Controls in place to prevent unauthorized use of
the lost or compromised information;

» Number of individuals potentially affected; and
» Whether law enforcement was contacted.

Known or suspected breaches of PII from student
records should be reported as quickly as possible in an
effort to mitigate any adverse events resulting from the
breach. The Governance Committee should establish a
time span for the reporting requirement (e.g, within one
hour of discovery). The Governance Committee should
also identify in advance how, when, and to whom
notifications should be made (e.g, law enforcement,
financial institutions, affected individuals, media, the
public). Decisions concerning the breach notification
should also be made as to the following:

» Whether breach notification to affected
individuals is required;

» Timeliness of the notification;
» General content of the notification;

> Source of the notification (eg, principal,
superintendent, school board);

> Means of providing the notification (e.g,, letter or
public announcement);

> Who receives the notification (e.g, only affected
individuals, general public);

> Remediation options to be provided, if any (e.g, a
free copy of credit report, credit monitoring); and

> What corrective actions are taken and by whom.
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When a breach occurs, the designated authority should
conduct an analysis of the likelihood of exposure and
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potential harm to affected individuals (e.g., in the case of
student records did the breach include Social Security
Numbers and other information that could be used in
identity theft, or was it limited to PII about the affected
students’ educational performance). This analysis will
inform whether notification is required and the content of
breach notification that is provided to affected individuals.
There should also be an analysis of the circumstances that
resulted in the breach so that the system or procedures can
be modified as quickly as possible to avoid further
breaches through the same mechanism.

Provide Public Notice of Education
Record Systems

Providing public notice of the existence and use of a
student education record system is another essential
component of a privacy and data protection program.
The Fair Information Practice of Transparency calls for
“providing notice to the individual regarding the
collection, use, dissemination, and maintenance of
personally identifiable information” (NIST 2010 Special
Publication 800-122, p. D-2, 3).

Annual Notifications

Consistent with the Fair Information Practice of
transparency, FERPA and the related regulations require
each educational agency or institution that receives funds
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from the U.S. Department of Education to provide all
parents or eligible students an annual notice of their rights
with regards to the existence and use of student education
records (20 U.S.C. § 1232g(e), 34 CFR 99.7). Insofar as
some direct student identifiers are made available publicly
as Directory information, FERPA also requires that
parents are given an annual notice of the school or
districts definition of student directory information, with
the opportunity to opt out of the inclusion of their
child’s, or the eligible student’s, directory information (20
US.C. § 1232g(e), 34 CFR § 99.7).

FERPA

Under FERPA and the related regulations, the
institution, school, or the school district must provide
parents with annual notification of their rights!3 and the
procedures used to inspect and review their children’s
education records and to seek amendment of inaccurate or
misleading information in that record.}*  Furthermore,
parents must be notified of the disclosures that are
permissible under law without their consent,15 and of the
fact that they must consent to other disclosures of PII from
their children’s education records. Finally, the annual
FERPA notice must describe the procedure for a parent to
follow in filing a complaint of an alleged violation with the
Family Policy Compliance Office (FPCO) in the
DepartmentofEducation.

The annual notification does not have to be made
individually to parents. Instead, it can be done through
any of the following: local or student newspaper, calendar,
student programs guide, rules handbook, or other
reasonable means.

DIRECTORY

A school or district is also required to provide an
annual Directory notice, if directory information is
disclosed without consent. The school or district may
choose to combine their annual FERPA notification with
their annual Directory notice. Directory information
includes information contained in a student’s education
record that would not generally be considered harmful or
an invasion of privacy if disclosed. The Directory notice
must describe the specific types of information the school
or district has designated as directory information, and the
parent’s right to opt out of disclosure of directory
information. In the case of postsecondary institutions,
these rights accrue to the student,

13 These rights transfer to the student when he or she turns 18 years of age
or enters a postsecondary educational institution at any age (“eligible
student”).

14 These requirements are consistent with The Fair Information Practices
of Individual Participation and Redress, where redress involves “providing
mechanisms for appropriate access, correction, and redress regarding the
use of personally identifiable information.”

15 This must include a description of who is considered to be a school
official and what is considered to be a legitimate educational interest.
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PPRA

The Pupil Protection Rights Act requires parental
notification if a study to be conducted in a school includes
any information or questions about the student or the
student’s family related to the eight identified sensitive
topics: political affiliations or beliefs; religious practices,
affiliations, or beliefs; mental and psychological problems;
sex behavior or attitudes; illegal, anti-social, self-
incriminating, and demeaning behavior; critical appraisals
of family members; legally recognized privileged
relationships; or income.16

If the study is funded by the U.S. Department of
Education, schools and MESAs must obtain written
parental consent before minor students can be required to
participate in the study. If the school received funds from
the U.S. Department of Education, school districts are
required to provide an annual schedule of the specific or
approximate dates of all other surveys with a notification
of the parents’ right to request and review a copy of the
survey before it is administered and to decide that their
child will not participate, regardless of the survey’s source
of funding. Under this Act, parents must also be notified
each year of their right to decide whether or not their child
will participate in activities that make student’s personal
information available for marketing or other profit-making
activities.'? Parents must also be notified of their right to
decide whether or not their child will participate in any
non-emergency, invasive physical examination or
screening that is scheduled in advance and administered
by the school as a required condition of attendance but
that is not necessary to protect the immediate health and
safety of students.

Under PPRA, schools and MESAs are also required to
make instructional materials that will be used in any of the
studies in which their children participate available for the
parents’ inspection. Planned surveys that include protected
information must be made available for the parents’
inspection prior to the administration of the survey.

Resources

The FPCO website includes more specific details and model
FERPA notices to use at the school or district level
(http://www2.ed.gov/policy/gen/guid/fpco/ferpa/lea-
officials.html) and at the postsecondary institution level
(http://www2.ed.gov/policy/gen/guid/fpco/ferpa/ps-
officals.html), as well as a model Directory notice

16 See the earlier section Identify All Personally ldentifiable and Sensitive
Information for the complete text of the list as specified in law.

17 This does not apply to information collected from students to support
educational products or student services such as postsecondary education
or military recruitment; book clubs, magazines, and programs providing
access to low-cost literacy products; curriculum and instructional
materials; tests and assessments used to provide information about
students; the sale by students of products or services to raise funds for
school-related or education-related activities; and student recognition
programs.
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(http://www2.ed.gov/policy/gen/guid/fpco/ferpa/mndirec
toryinfo.html) and a model PPRA notices for use by school
districts

(http://www2.ed.gov/policy/gen/guid /fpco/ppra/modelno
tification.html).

Disclosure of Education Records

The Fair Information Practice of Individual
Participation calls for “involving the individual in the
process of using personally identifiable information and
seeking individual consent for the collection, use,
dissemination, and maintenance of personally identifiable
information.” Consistent with this practice, parent’s rights
to consent to disclosures of PII included in the student’s
education record must be described in the annual FERPA
notice (FERPA, 20 U.S.C. § 1232g(e), 34 CFR §§ 99.7 and
99.30). To meet this requirement, a school must:

» Have a parent’s consent prior to the disclosure of
education records; and

»  Enpsure that the consent is signed and dated, specify
the records that may be disclosed, state the purpose of
the disclosure, and identify to whom the disclosure
may be made.

The Fair Information Practice of Purpose Specification
stresses the importance of “specifically articulating the
authority that permits the collection of personally
identifiable information and specifically articulating the
purpose or purposes for which the personally identifiable
information is intended to be used.” The annual FERPA
notice provides information about permissible uses of PII in
education records. That is, FERPA allows educational
agencies and institutions to non-consensually release
education records to school officials and other designated
entities with legitimate educational interests, 20 U.S.C. §
1232g(b)(1)(A), but the FERPA regulations require
educational agencies or institutions that elect to disclose
education records to the entities authorized in the Act to
use the annual notice to specify the criteria used for
identifying a school official and the definition of a legitimate
educational interest.  Specifically, under the FERPA
regulations at 34 CFR § 99.31, a school may disclose PII
from education records without consent when:

»  The disclosure is to school officials who have been
determined to have legitimate educational interests;

¢ The disclosure is to other school officials,
including teachers, within the agency or
institution who have legitimate educational
interests; a third-party MESA, consultant,
volunteer, or other party to whom an agency or
institution has outsourced institutional services
for which the agency or institution would
otherwise use employees—as long as that third
party’s use and maintenance of education records
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is under the direct control of the agency or
institution and is subject to the regulation
requirements governing the use and re-disclosure
of PII from education records (34 CFR § 99.33(A));
and

® An educational agency or institution uses
reasonable methods to ensure that school officials
obtain access to only those education records in
which they have legitimate educational interests
(34 CFR §99.31(a)(1));

> The disclosure is to officials of another school, district,
or institution of postsecondary education where the
student seeks or intends to enroll, or where the
student is already enrolled so long as the disclosure is
for purposes related to the student’s enrollment or
transfer (34 CFR §§ 99.31(a)(2) and 99.34);

> The disclosure is to authorized representatives of the
Comptroller General of the United States, the Attorney
General of the United States, the Secretary of the
Department of Education, or state and local
educational authorities for the purpose of auditing or
evaluating federal or state supported education
programs or enforcing federal laws which relate to
those programs (34 CFR §§ 99.31(a)(3) and 99.35);

> The disclosure is in connection with financial aid for
which the student has applied or which the student
has received if the information is necessary for such
purposes as to determine eligibility, the amount, the
conditions for the student to apply for or receive
financial aid or enforce the terms and conditions of the
aid (34 CFR § 99.31(a)(4));

» The disclosure is to organizations conducting studies
for, or on behalf of, educational agencies or
institutions for specified purposes related to
predictive tests, student aid programs, or the
improvement of instruction (34 CFR § 99.31(a)(6)});

> The disclosure is to accrediting organizations to
evaluate accreditation status (34 CFR § 99.31(a)(7));

> The disclosure is pursuant to a court order or a
lawfully issued subpoena?® (34 CFR § 99.31(a)(9);

> The disclosure is in connection with a health or safety
emergency (34 CFR §§ 99.31(a)(10} and 99.36);

> The information disclosed has been appropriately
designated as directory information by the school (34
CFR § 99.31(a)(11) and 99.37); and

> The disclosure is of de-identified student level data for
the purposes of education research (34 CFR §

18 See 34 CFR § 99.31 for additional disclosures related to legal matters.
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99.31(b).

The SLDS Technical Brief on data sharing agreements
will cover recommended terms for inclusion in
agreements, along with a discussion of the specific uses
permitted under legitimate educational interests,
education research, and uses related to predictive tests,
student aid programs, and the improvement of education.

Summary
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Accountability and Auditing

The Fair Information Practice of Accounting and
Auditing calls for “auditing for the actual use of
personally identifiable information to demonstrate
compliance with established privacy controls.”  This
involves auditing the use of PII to demonstrate
compliance with an organization’s privacy and data
protection plan, the privacy principles embodied in the
Fair Information Practices, and all applicable privacy
protection laws, regulations, and administrative
requirements. The specific activities to be audited should
be identified in the privacy and data protection plan.
Many elements of a data security audit involve electronic
security and will be discussed in the Brief on that topic.
However, there are several aspects of data stewardship
that should be audited to confirm that required actions are
taken to ensure the proper use and protection of PII in
student education records. A failure to comply with any
of the identified auditable elements of the privacy and data
protection plan should be reported to appropriate officials
for action.

Audit the Inventory of Personally
Identifiable Information
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The inventory of PII should include all current and
proposed data elements (NIST, Guide to Protecting the
Confidentiality of Personally Identifiable Information (PlI),
2010 Special Publication 800-122, pg. 2-2). The data
manager should maintainrecords of the inventory of PIL

In the first data stewardship privacy audit, the
inventory should be examined against the content of the
existing longitudinal data system to determine whether the
list of personally identifiable data elements maintained for
students, teachers, and other staff members is complete.

Next, the audit should confirm that the inventory
includes all of the required information for each data
element. That is, for each data element, the inventory
should include an indication of specific uses, whether it is a
direct or an indirect identifier and the associated risk level
and whether it involves any of the restricted topics
identified in the Protection of Pupil Rights Act. Subsequent
audits should identify updates to the record system that
added new data elements and ensure that each new data
element was added to the inventory and that all of the
required information is included for each data element.

Audit of Data Quality and Integrity

FERPA (20 US.C. § 1232g(a) and the related
regulations (34 CFR § 99) establish the right of a parent to
inspect and review his or her child’s (or in the case of an
eligible student his or her own) education record for
accuracy. The data manager should develop procedures
that result in data that are up to date and complete and
that accurately reflect the students’ educational
experiences. Periodic audits of data quality can support
data quality by either substantiating the quality of
individual data elements or identifying inaccuracies for
correction. Periodic quality audits should be built into the
data collection, reporting, and release cycle.

The NCES-sponsored National Forum on Education
Statistics published the 2004 report Forum Guide to
Building a Culture of Data Quality to assist schools and
school districts in the development of procedures to
improve the accuracy, utlity, timeliness, and security of
data in education data systems. The Forum web site also
provides lesson plans as part of the Forum Curriculum for
Improving Education Data
(http://nces.ed.gov/pubs2007 /curriculum/index.asp). The
curriculum is designed for use in schools and school
districts to support the production of “high-quality
education data,” with the goal of presenting the concepts
and skills needed to improve data quality. One of the
lessons included in the curriculum is Validating and
Auditing Data

(http://nces.ed.gov/pubs2007 /curriculum/
Is_validating.asp).

The goals of the curriculum on data validation and
audits include describing the steps required to validate
data, describing the purpose of a data audit, and
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identifying the steps included in a data audit in order to
outline a plan for a data audit. The data validation
involves data entry, checking for errors, confirming errors
are real and not outliers, identifying each place the
incorrect data element is stored in the data system, and
providing corrections to the data entry staff.1®

The audit confirms the accuracy of the data that are
released for use by the school and district staff and by the
public. To conduct a successful audit of data accuracy, the
first step is to identify the released data (e.g., ‘printed
reports, tables published on the web, online table
generator), and then the data should be analyzed, looking
especially for data anomalies. If suspected data anomalies
are identified, the audit next focuses on whether they
represent real change or whether they are the result of an
error. If an error is identified, the source of the error
should be investigated (e.g, data recording error,
transposed number, data entry error), and the needed
correct'ion should be identified. Related procedures are
reviewed to identify any needed changes. Staff who
contributed to the error should be notified and provided
instruction needed to avoid repeating the error. Finally,
notice of the changed data should be provided to all data
users.

Audits of Internal Controls Used to Protect
Personally Identifiable Information

Unique Student Identifiers

Longitudinal student record data requires a unique
record identifier for each student in a data system. That
unique identifier is needed to link each student’s electronic
record across grade levels and across schools, institutions,
and related educational programs. Once attached to a
student record, this identifier becomes part of that
student’s PII, as it must be unique to the student to be
useful. Thus, the audit of internal controls should start
with an examination of the process used to assign unique
student identification numbers. The first question is
whether unique identification numbers other than the
students’ Social Security Numbers are in place for use in
day-to-day operations. If so, the next task is to confirm
that the student identification numbers are not based on
the students’ Social Security Numbers; that the students’
Social Security Numbers are securely stored apart from the
student records that are used daily; that a linking code
exists to be used to link a student’s record to that student’s
Social Security Number when the need arises (e.g., the
student transfers out of state or transitions to
postsecondary education); and that the method for
generating the linking key is closely protected, with
knowledge limited to a small number of staff positions.

19 While these data validation activities have broader utility than those
involved with privacy, ensuring the accuracy and validity of data
maintained in an education record system is consistent with the FERPA
requirement that parents have the right to review the accuracy of their
children’s information.
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The student identification numbers should be audited
to ensure that each student has only one identification
number. This can be done electronically by searching for
matching data on the combination of name, age, grade,
sex, and race/ethnicity. If matches occur, the student
records should be examined further to confirm that there
are not multiple records for an individual student. These
matches should include options for multiple spellings of
names and for the use of initials in addition to, or in place
of, the first name. If any students are found with multiple
student identification numbers, the records should be
consolidated into one record using only one of the
identification numbers for that student and the duplicate
records should be deleted.

Conversely, the student identification numbers should
be examined to confirm that the same number is not being
used for multiple students. This can be done by
electronically searching for exact matches on two or more
identification numbers. If matches occur, the associated
records should be examined to confirm whether the
records are for different students or whether there are two
records for the same student (perhaps with a full first name
on one record and initials in place of the first name of the
second record). If one identification number has been
assigned to two or more students, each student should be
given a new unique identification number. If one
identification number is being used for two different
records for the same student, the two records should be
reconciled and combined under the existing student
identification number.

Workforce Security and Permitted Access to
Personally Identifiable Information

To ensure that the requirements of FERPA are met and
that PII is protected, administrators have a responsibility
to protect access to that information and to confirm the
trustworthiness of employees to whom sensitive student
information is entrusted. An audit of workforce security

should start with a review of job descriptions to ensure that -

the need for access to PII is clearly specified. Then once the
positions with a need for access are identified, the audit
should review the list of staff members in those positions
against the documentation for completed background
investigations to ensure that each staff member with access
to personally identifiable and sensitive student information
has successfully passed a background check. The audit
should review the same list of staff members against the
list of staff who completed the required privacy and data
protection training and the file of signed confidentiality
pledges (i.e., affidavits of nondisclosure} to ensure that
each staff member with access to personally identifiable
and sensitive student information is aware of the relevant
laws, regulations, and rules and has agreed to uphold
them to protect student information.

The data manager should also have records
documenting the authorized level of access for each data
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user granted access to any personally identifiable student
information. There should be an access control system in
place, and an audit should be conducted to ensure that each
data user’s level of access is in line with that person’s
current job description. If discrepancies are found, the level
of access should be corrected, or a justification for the
deviation from established access levels should be
documented. In addition, the current levels of access should
be compared to the approved levels of access. If
discrepancies are found, the level of access should be
corrected, or a justification should be provided and the data
user’s access level should be corrected in the data manager’s
records

Summary

A prlvacy and data protectlon program jforf
ystudent educatxon records must lnclude a Set ofe
checks and balances to ensure that the necessary f
rules and procedures are in place and that they are -
. being fully nnplemented ThlS is. best done through af
formal . penodlc audit of . the various processes’
»1nvolved in the processmg and usage of personally ,
' zldentlﬁable student mformatlon Startmg wu:h the
,_careful 1dent1f1catton of the personally 1dent1ﬁable
~and sensmve data elements contmumg through thefr
‘data] processmg and reportmg to the day~to day usagef
- of student mformatlon The audlt starts by .
‘1dent1fy1ng the relevant _ governing rules and
procedures examines the. records for dev1at10ns from
'_'Vthe rules and procedures and ensures that needed -
;correctlons are: 1mplemented Where possrble the
audit should 1dent1fy the factors that contmbuted to
the problems 1dent1ﬁed,' 'examlne the related
processes, and make suggestlons for proceduralt:’
' changes that mlght reduce the number of 31m11ar v
problems in future audlts ' o
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EXHIBIT D

CERTIFICATION OF DATA DISPOSITION

Date of Disposition
All copies of any information and data sets related to the Agreement between SPS and
MESA have been wiped from data storage systems.

All information and data and non-wiped computer media containing any information or
data related to the Agreement have been destroyed.

All copies of any information or data related to the Agreement between SPS and MESA
that have not been disposed of in a manner described above, have been returned to the
SPS contact listed in the Agreement.

The data recipient hereby certifies, by signature below, that the data disposition requirements as prov1ded
in the Agreement have been fulfilled as indicated above.

Date:

Signature

Printed Name and Title

RETURN ORIGINAL TO SPS - CLAY GEHRING, EXECUTIVE DIRECTOR, TECHNOLOGY
SERVICES, 200 NORTH BERNARD, SPOKANE, WA 99201. RETAIN A COPY FOR YOUR
RECORDS.
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Spokane MESA Center v 2013-2015

@

DISTRICT SITE AGREEMENT

[DISTRICT INFORMATION - — 1
Superintendent Or. Shelley Redinger '
School District Spokanea Public Schools
"Mailing Address 200 N. Bernard Spokane, WA 995201
District Website http:llwww.spokaneschooEs.érg!sIte/default.aspx?PageID=1
District Liaison Jennifer Chase, Sclence & STEM TOSA

to the MESA Phone: {509) 358-7355
Center . Email: JenniferC@spokaneschools.org

| MEMORANDUM OF UNDERSTANDING !
The Mathematics, Engineering and Sclence Achisvement (MESA) School Program, housedat
WSU Spokane in Spokane, WA has developed a model for enabling underreprasented students
to prepare for and graduate from a four-year college or university with a science-based degree in
areas such as Science, Engineering, Technology, and Mathematics (STEM).

The MESA K-12 Program Model includes: hands-on math and science enrichment at local school
sites, project-based, STEM-focused acfivities, career and college exploration, college planning
-services, family workshops that promote student advocacy, and partner teacher professional
development opportunities.

This partnership agreement is made, In consideration of mutual conditions and terms, by and
among the Spokane Public Schools and the Spokane MESA K-12 Program. Any party may
withdraw from this agreement with proper notice and written communication.

Under this agreement and subject to available funding, Spokane Public Schools consents

to: . :

~ 1.. Support MESA's philosophy, objectives, and program model.

2. Provide personnel support and financial resources for the implementation of the MESA
model. . )

3. Provide access to students and student data--inciuding student academic records--
nacessary to select, monitor, and guide MESA participants. Please see "Exhibit A" for
data agreement detail

Flease ngle: Sensitive informalion will be held in strict confidence and be ¢leared
through parent/guardian permission given in the MESA Applicant Information Form (AIF).

4. Provide release time for the MESA teacher(s) to attend special meetings, events, and

educational field trips.


mailto:JenniferC@spokaneschools.org
http://www.spokaneschools.org/slle/default.aspx?Page1D=1

Under this agreement and subject to available funding, Spokane Public Schools consents .
to (Cont.-)
5. Keep the MESA Center informed about school policies, course options, and happenings
{i.e. student/parent handbooks, course descriptions, newsletters, etc.}, and place the
MESA Center on your community partner mailing list.
6. Facilitate communication with individual school partners in support of MESA
programiming

Under this agreement and subject to available funding, the Spokane K-12 MESA Program
consents to:

1. Partner with scheol personnel in the recruitment, selection, and enrollment of MESA-
targeted students for program participation.

2. Maintain and use all data provided by the school site in-strict confidence and solely for
the purpose of targeting, selecting, monitoring and guiding MESA participants. In strict
accordance with Family Educational Rights and Privacy Act (FERPA), all data pravided
by Spokane Public Schools under this Agreement will either be returned to Spekane
Public Schools or destroyed when the work for which this data is provided is complete.

3. Work closely and cooperatively with the MESA partner teachers in implementing the
MESA program. :

4. Provide personnel and financial resources, subject to available funding, for the
implementation of the MESA model, This ingludes coordination of academic and
enrichment aclivities, curricular resources, materials, supplies, educational field trips,

' guest speakers, and oversight of MESA-related evants at all sites.

5. Provide the MESA partner teachers with professional development opportunities related
to the MESA model.

6. Maintain official MESA enrollment records.

7. Provide educatlonal outreach and Ieadersh;p activities for parentslguardlans of MESA
participants.

B. Act as the liaison between the school site partners and the Washington MESA office.

9. Manage the administrative responsibilities of the program.

10. Seek external financial support for enrichment activities through grants, proposals and
other partnerships.

| APPROVAL SIGNATURES - |

[O-25 -3

Date

School upport Serwces

(D %W@\\&W\mqmaﬁz ®] 24 S

ESA( (Ilenter Diractor Date

Plaase send original document with appropriate signatures to the following address:
Joanna Moznette, Spokane MESA Center Director

WSU Spokane

MESA, SSCF 235

P.Q. Box 1495

Spokane, WA 99210-1495




EXHIBIT A
MESA Recruitment Data Reguest Parameters
As requested, and to the extent availabie, the following student recruitment data information will be
provided to MESA in late December or early January each year of this agreeament,

Students from the following grades who meet any of the Classification Criteria below will be included in
the recruitment file:

6™ grade elementary students moving to 7" grade at Glover

7" grade Glover students advancing to 8% grade at Glover

7* grade Sacajawea students advancing-to 8" grade at Sacajawea
7" grade Salk students advancing to 8" grade at Salk

8" grade middle school students at Sacajawea moving to 9" grade at Lewis & Clark

8™ grade middle school students at Glover moving to 9" grade at North Central or Shadle Park
8" grade middle school students at Salk moving to 9™ gradle at North Central or Shadle Park
8" grade middle school students at Sacajawea moving to 9" grade at Lewis & Clark

g™ grade students at Ferris advancing to 10™ grade at Ferris

9" grade students at North Central advancing to 10" grade at North Central
9" grade students at Lewis & Clark advanced to 10" grade at Lewis & Clark
g™ grade students at Shadle Park advanced to 10™ grade at Shadle Park

Classification Criteria

A) All females regardless of race or ethnicity
B) All males with Race Code 200, 400, 600 or Hispanic Ethnicity

As requested and to the extent available, the following fields will be provided in the recruitment file:

e Students first and last names
* Student IDs {not proxied)

* Race & Ethnicity codes

e Current school name and code
¢ Next school

e Studentaddress

e Student phone number

e Student GPA



MESA End of Year Data Request Parameters

As recjuested and to the extent available the following end-of-year data will be provided to MESA in late
June or early July each year of the agreement for tracking students who have participated in MESA
courses. '

Classification Criteria

Students who meet the following criteria wili be included in the end of year data file:

A) Students who have completed two semasters of 8 MESA class in the current or prior school
 years at Spokane Public Schools,
o For example, if a student completes a MESA class in 7™ Grade but is not enrolled in
MESA in subsequent years will be included in the MESA data file throughout their
enroliment at Spokane Public Schools

As requested and to the extent available, the following fields will be provided in the end of year data
fite:

s Students first and [ast names

¢ Student 1Ds {not proxied)

¢ Race & Ethnicity codes

¢ Current school code and name

¢« Next school

e Student address

e Student phone number

e Student GPA

e Student course enrotiments

¢ Free/Reduced-Lunch eligibility status
+ College Bound Scholarship applicant status

Data will be provided on a password protected cD-ROM.
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FIRST ADDENDUM TO THE MEMORANDUM OF UNDERSTANDING BETWEEN
SPOKANE PUBLIC SCHOOLS AND SPOKANE MESA K-12 PROGRAM
(STEM)

This First Addendum to the Memorandum of Understanding. (“Addendum No. 1"} is entered into by and.
between Spokarte Public Schools, legally referenced as School District No. 81, 2 Washington minicipal
corporation (“SPS”) and Spokane MESA K-12, a WSU STEM Program ("MESA™).

The parties agree to amend the Agreement as. foflows:

APPROVAL SIGNATURES

This agreement is acknewledged by all parties with the signatures below, and expires on June 30, 2645
2016, ' \

As requested, and to the extent available, SPS will provide the “Additional” stident recruitment datd sets
as. identified on Exhibit A-1.

IN WITNESS WHEREOF, this Addendum to the Memorandum of Understanding betweer
Spokane Public Schools and Spokane MESA X-12 Program has been executed at Spokane, Washington.

Dated this ___/ 2 7H#  dayof W) preh . 2014.

SPOKANE PUBLIC SCHOOLS:

(

e 3= 1714

Asso .at'exSuperi-x.lten‘dent, School Support Services

"MESA K-12 PROGRAM:

oanzgﬁa Moznette
Director

e 3B

14:03.10




EXHIBIT A-1

“4DDITTONAL” MESA Recruitment Data Req uest Parameters

As requested, and to the exfent available, the following “additional’ student recruitment data information
will be provided to MESA in earty March of each year identified below during the term of this agreement.

Students from the following grades who mect any of the Classification Criteria bélow will be included i
the recruitment file:

MARCH 2014

e 6th grade elementary school students movingto 7th grade at Shaw

« 7th grade middle school students at Shaw advancing to 8th grade at Shaw

« 7th grade rniddle school students at Garry advancing to 8th grade at Garry:
MARCH 2015

& 8th grade middle school students at Garry advancing to 9th grade at Rogers
¢ 8th grade middle schoo] students at Shaw advancing to 9th grade at Rogers

MARCH 2016

» 9th grade high school students at Rogers adVanci_ng 1o 10th grade at Rogers

Classification Critefia

A) All females regardless of rdce or éthiiicity
B) All males with Race Code 200, 400, 600 ar Hispanic Ethnicity

As requested and to the estent available, the following data fields will be provided for each cohort in the
recruitment file:

e Students first and last names’
o Student IDs {not proxied)

s Race & Ethnicity codes |

s Current school hame and code
o Nextschool

e Student address

e -Student phone number

¢ Student GPA

Data will be provided on a-password protected CD-ROM.
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