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Entities can be human or 
electronic

Uses Cryptography 
functions

Methods: Passwords, 
Tokens, Digital Signatures & 
Certificates, Biometrics, etc.

Strong Authentication: 
Ability to validate 2 of the following 

characteristic   



Vulnerabilities and Threats are mitigated by 
countermeasures that reduce Risk
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 Who are these hackers?
 Individuals (significant time, varied expertise, limited $ & capability)
 Corporate (moderate time, high expertise, moderate $ & capability)
 Universities (moderate time & $, high expertise, high capability)
 Terrorists (moderate time, varied expertise, moderate $ & capability)
 Nation states (significant time, high expertise, high $ & capability)

 Hacking Goals
 Fame, notoriety, revenge
 Economic gain – e.g., unlock hidden functionality; access IP/content
 Terrorism - e.g., disrupt a city at rush hour; remove truck from service

 Hacking consequences
 Brand damage – loss of customer confidence in products/systems
 Liability – legal actions (criminal & civil)
 Economic loss – recalls, replacements, repairs, future sales, fines
 Loss of Life – vehicle crash, product malfunction
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Automotive Cybersecurity
A quick overview…
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Motherboard, (2015), “How to Hack a Car: Phreaked Out” (Episode 2)





F22 Raptor

7+ Million LoC 130+ Million LoC 2+ Million LoC

The Software Defined Vehicle

787 Dreamliner
Ford F150 

Lightning EV

http://www.informationisbeautiful.net/visualizations/million-lines-of-code/

"Perfection is achieved, not when there is nothing more to add, but when
there is nothing left to take away.” Antoine de Saint-Exupéry

LoC=Lines of Code



Vehicle Networks
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Entry Points for Hackers

Internal 
• Diagnostic Port (OBD)
• CD/DVD
• Auxiliary Input

Devices (USB)
• CAN Bus
• Auto Ethernet
• Cellular
• Mobile Device Paring

External
• Bluetooth
• Internet
• Wi-Fi
• Key fob 
• LIDAR
• Digital broadcasts
• Tire Pressure Monitors 
• Taillight
• DSRC



What Could Go Wrong? Theft Terrorism Revenge

Mischief Extortion –
Ransomware

Insurance 
fraud

Espionage Stalking Feature 
(de)activation

Identity theft Counterfeiting
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2 0Wired, (2015), Andy Greenberg, “Hackers Remotely Kill a Jeep on the Highway -- with Me in It’



2 1CNN & West Midland Police Department (UK), (2019), “Relay Attack in Progress”



3 / 1 / 2 0 X X 2 2



3 / 1 / 2 0 X X 2 3



3 / 1 / 2 0 X X 2 4



3 / 1 / 2 0 X X 2 5



3 / 1 / 2 0 X X 2 6



3 / 1 / 2 0 X X 2 7



Vehicle Cyber Engineering (VCE) 
Graduate Programs 



Required Courses:
1. CSSE 5545 Advanced Computer Security (3 credits)
2. CSSE 5760 Network Security (3 credits)
3. VCE 5110 Introduction to Cybersecurity (3 credits)
4. VCE 5400 Secure Vehicle Embedded Systems (3 

credits)
5. VCE 5500 Secure Vehicle Electronics or

ELEE 5500 Automotive Electronics (3 credits)

Graduate Certificate - Vehicle Cyber Engineering
This is a 15-credit (five-course) Graduate Certificate Program.



Required Courses (5 Graduate VCE Certificate Courses 
plus):

6. VCE 5330 Vehicle  Hardware Security  (3 credits)
7. ELEE 5150 Secure Wireless Vehicular Networks (3 

credits)
8. CSSE 5120 Introduction to Data Science (3 credits) or 

ELEE 5750     Deep Learning (3 credits) 
9. ELEE 5350 Machine Learning or 

VCE 5350      Applied Machine learning (3 credits)
10. VCE 5600 Capstone Design (3 credits)

Master of Science - Vehicle Cyber Engineering
This is a 30-credit (ten-course) Graduate Certificate Program.



Questions

3 / 1 / 2 0 X X 3 1


