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MALWARE

Software programs
designed to damage or
do unwanted actions on

a computer. Common
examples include:
viruses, worms, trojan
horses, spyware, and
ransomware.
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PHISHING

Attacks sent via email
and ask users to click on
a link and enter their
personal data. They
include a link that directs
the user to a dummy site
that will steal a user's
information.

PASSWORD
ATTACKS
Involves a third party
trying to gain access to

your systems by solving
a user's password.

DENIAL OF
SERVICE ATTACKS

Attackers send high
volumes of data or traffic
through the network until

the network becomes
overloaded and can no
longer function.

MAN IN THE
MIDDLE (MITM)

Information is obtained
from the end user and
the entity the user is
communicating with by
impersonating the
endpoints in an online
information exchange
(i.e. connection from

smartphone to website).

Types of Cybersecurity Attacks

DRIVE-BY
DOWNLOADS

A program is
downloaded to a user's
system just by visiting
the site. It doesn't
require any type of
action by the user to
download.
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PHISHING

Attacks sent via email
and ask users to click on
a link and enter their
personal data. They
include a link that directs
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PASSWORD
ATTACKS

Involves a third party
trying to gain access to
your systems by solving

a user's password.
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DENIAL OF
SERVICE ATTACKS

Attackers send high
volumes of data or traffic
through the network until

the network becomes
overloaded and can no
longer function.
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MAN IN THE
MIDDLE (MITM)

Information is obtained
from the end user and
the entity the user is
communicating with by
impersonating the
endpoints in an online
information exchange
(i.e. connection from

smartphone to website).
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DRIVE-BY
DOWNLOADS

A program is
downloaded to a user's
system just by visiting
the site. It doesn't
require any type of
action by the user to
download.

Inserting malicious code into the computer’s

program memory and tricking the processor
into executing it.

Types of Cybersecurity Attacks
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B s
The Malware Challenge

* The nation’s cyber infrastructure consists of a massive number of
identical computer systems.

* This homogeneity is advantageous because a single piece of software
can be deployed across millions of systems to increase capacity.
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The Malware Challenge
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However, this gives an attacker a significant advantage in terms of
effort relative to system defenders by re-using their attack across
numerous systems.
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The Embedded Advantage

Personal Computers
400M sold in 2018.
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The Embedded Advantage

Personal Computers Smart Phones
400M sold in 2018. 1.5B sold in 2018.

Embedded Computers
25B sold in 2018.
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R
Our Approach

* Our focus is on diversifying embedded , @ [.
computers (not infrastructure). e
* Embedded systems have ... l y I
- Smaller physical dimensions (sometimes g BEnbeddedB 2
8-pin packages) | Systems | ([

k Moblle Phones I'-i l.-r windusiry, Airlines,

— Lower Clock Frequencies (1MHz - 16 MHZz)

— Smaller memories (256k to 1M)

— Dedicated software, not general-purpose

- Often no OS other than real-time
scheduler

* Embedded systems are often homogenous
processor families.
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Removing The Advantage

If homogeneity gives the attacker an
advantage, diversify the network
and randomize the hardware.
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Diversifying Hardware

=gm

ELECTRIC MAGC

Most computer hardware is fixed and takes
months/years to fabricate.

T B “ﬁ‘

There has been some prior work in the area of
randomization of instructions sets in Virtual
Machines, with promising results.

STATE UNIVERSITY

IT Monoculture

Randomized Instruction Sets
and Runtime Environments

Pas Directions

Instruction set randomization offers a way to combal
code-injection  attacks by separating code from
data (specifically, by randomizing legitimate code’s
execution environment). The author describes the
motivation behind this approach and two application

environments.
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Field Programmable Gate Arrays (FPGAS)

FPGAs are digital logic devices
that can be configured into any
computational architecture.

— Logic Matrix

- Reconfigurable

FPGASs can take advantage of
parallelism and redundancy for
hardware acceleration.

Commercial availability and
extensive development support
make FPGAs easy to access and
implement.
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Field Programmable Gate Arrays (FPGAS)

FPGA hardware is designed using a Hardware Description Language
(HDL).

* Once we have a design in an HDL, we can use scripts to create versions of
It with alterations.

* The HDL can be created at compile-time.
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Field Programmable Gate Arrays

HDL
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* HDL is generated into Real-Time Logic (RTL)

* RTL is generated through the FPGA vendor’s synthesis and
Implementation suite.

* A bitstream is generated that can translate the RTL into logic block
placement within the FPGA.
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Heterogenous Cores
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Heterogenous Cores

Baseline Computer

Original Processor
Open-Source Doc
Known Opcodes
Compiler Supported

HDL
Generation
Scripts
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This results in “functionally
equivalent, heterogeneous
cores” on the FPGA that run as
a redundant system.
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Heterogenous Cores

A Malware attack will insert
execution binaries into each of
the 3x cores’ program memory

on the FPGA.

HDL
Generation
Scripts

‘ Synthesis / » ,
: Implementation
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Heterogenous Cores

A Malware attack will insert
execution binaries into each of
the 3x cores’ program memory

on the FPGA.

HDL
Generation :
Scripts *thesis /
3 : Imy *ation

But since the attacker compiled
the malware for the publicly-
available Baseline computer’s
opcodes, it is the only one that
executes the malware.
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Heterogenous Cores

A Malware attack will insert
execution binaries into each of

The computers the 3x cores’ program memory
with randomized on the FPGA.

opcodes don't
recognize the
malware.

: ‘thesis /
We can either

throw an
exception or run
a pre-defined
routine to remove
the malware.

But since the attacker compiled
the malware for the publicly-
available Baseline computer’s
opcodes, it is the only one that
executes the malware.
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The CyberShield Concept

CyberShield Tool Chain (1)

Compile-time creation of
obfuscated computing hardware.

‘A MONTANA
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Source file(s)
(main.c)

Sofware s fil Combine yvith
Development O(L:;ein |ce)(s) CyberShield CyberShield Header|
i Environment cybershield.h
Files C Env. Setup
crt0.S
—
RISC-V Output ELF Extract Program Binaries
32-Bit Compiler “Executable Linker File” Program&Blnanes &
(gee) main.o Variables
( ) Variable Definitions
(7 = - )
CuIBERDHIELD
Core 0
(CRisc-vcru)
VHDL Descriptions S
for Program & Data
Memories DL LA
Combine
Ok(n)‘ll::g:tei:on prog_mem_0.vhd Memo_ry HDL
8 VHDL data_mem_0.vhd Files with Rest

Wrapper
Script

Synthesis and

Implementation

of CyberShield

HDL
Description

FPGA
Bitstreams

Download
Bitstreams to =
FPGA 3

using FPGA Tools [l (cybershield.bit) (=1 Configuration .. <=

Memory
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The CyberShield Concept

CyberShield Tool Chain (1)
Development

Combine with
= CyberShield ==
:I Environment
i Files
@
]
RISC-V Output ELF Extract Program Binaries
32-Bit Compiler a “Executable Linker File” m Program Binaries &
(gcc) (main.o) . & o Variables
Variable Definitions

7

Source file(s)
(main.c)
CyberShield Header!|
cybershield.h

Software

Source file(s)
(main.c)

* Compile-time creation of
obfuscated computing hardware.

* But what if the attacker guesses
our instruction codes? L

—
[ g — R
OT9BERSHIELD
Core 0
(CRisc-vcru)
VHDL Descriptions Ly Frog Mem
for Program & Data
Memories oo
Combine
Opcode prog_mem_0.vhd Memory HDL
Obfuscation e memiOun Files with Rest
& VHDL — of CyberShield
Wrapper HDL
Script Description
\_ J
Download
Synthesis and FPGA Bitstreams to
Implementation Bitstreams FPGA
using FPGA Tools = (cybershield.bit) = Configuration [B
Memory
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The CyberShield Concept

CyberShield Tool Chain (2)

Combine with
CyberShield

R
Development CyberShield Header
[ ] _(cybershield.h)
=00
* But what if the attacker guesses | | ]

Software

* Compile-time creation of
obfuscated computing hardware.

Source file(s)
(main.c)

= = =

Environment
Files

1 ' RISC-V o) ELF Extract P Binari
O u r I n Str U Ctl O n CO d eS ? _;9 32-Bit Compiler E§ “Execut:ttﬁ:tunker File” Program Binaries rogram& HH
Lo fmale) Variable gefinitions Variables

* What if we had TWO sets of | i
different instruction code e Ty

Core 0 Core 1
VADLD P (CRIsC-v.cPU ) (CRISC-v.cPU )
. escriptions
aSS I g n I I Ie nts’) for Program ;Data i_Prog Mem Prog Mem _JJ
: Memories = Data Mem
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Inst_code_0.pkg

Opcode

prog_mem_0.vhd

Obfuscation

data_mem_0.vhd

& VHDL

Wrapper

Inst_code_1.pkg

Script

prog_mem_1.vhd

data_mem_1.vhd

Combine
Memory HDL
Files with Rest
of CyberShield
HDL
Description

»
=z >
Data Mem [
t
A

Instruction

Register Malware

Monitor

Program, Data, &
Configuration
Memory

‘[ Malware Removal ]

Monitor/Repair

|

Synthesis and
Implementation
using FPGA Tools

Memory

Download
FPGA ESEETER
Bitstreams FPGA
(cybershield.bit) E; Configuration
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The CyberShield Concept

Compile-time creation of
obfuscated computing hardware.

But what if the attacker guesses
our instruction codes?

What if we had TWO sets of
different instruction code
assignments?

Then we could compare opcodes
between the computers and if the
are ever the SAME, it is malware.
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CyberShield Tool Chain (2)

: Combine with
Software Source file(s) s
S = | maino) Eza‘:;imﬁ

Files

=65

Source file(s)
(main.c)
=) | [CyberShield Header]
(cybershield.h)
C Env. Setup
(crt0.S)

RISC-V Output ELF Extract Program Binaries
£=) <PROT T (=) | “Executable Linker File’ | =) (SaGEWIEIEUES = &
(gee) (main.o) . & Variables
Variable Definitions
(7\ = . = R
YudBerRDHIELD
VHDL Descriptions
for Program & Data
Memories
Inst_code_0.pkg Combine
OSE:Z:EOH ey et 0w oo LF
Files with Rest
L data_mem_0.vhd
d avioL [ of CyberShield
Wrapper Inst_code_1.pkg HDL

Script prog_mem_1.vhd Description

data_mem_1.vhd

Instruction
Configuration

Program, Data, & \‘

Memory
Monitor/Repair

‘[ Malware Removal ]

Download
Synthesis and FPGA ESEETER
Implementation Bitstreams FPGA
EsY  using FPGA Tools =) (cybershield.bit) = Configuration
Memory

W
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The CyberShield Concept

- . . CyberShield Tool Chain (2) —
* Complle_tlme Creatlon Of Software Combine with

Casoner = | Cmang | = o =
=S
* But what if the attacker guesses , 1
our instruction codes? L .@,()q Wi
* What if we had TWO sets of | —
different instruction code

obfuscated computing hardware.

assignments?
* Then we could compare opcodes | || Fied) | et KECHC
between the computers and if the e MR © o

data_mem_1.vhd

are ever the SAME, it iIs malware.

Configuration

Memory
Monitor/Repair

Program, Data, & \‘

‘[ Malware Removal ]

Download
Synthesis and FPGA ESEETER
Implementation Bitstreams FPGA
EsY  using FPGA Tools =) (cybershield.bit) = Configuration
Memory
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The CyberShield Concept

Compile-time creation of
obfuscated computing hardware.

But what if the attacker guesses
our instruction codes?

What if we had TWO sets of
different instruction code
assignments?

Then we could compare opcodes

between the computers and if the
are ever the SAME, it is malware.

We could add MULTIPLE sets of
instruction codes to MULTIPLE
computers.
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CyberShield Tool Chain (4)

Software
Development

=4

Source file(s)
(main.c)

=

Combine with

Source file(s)
(main.c)

RISC-V
LeY 32-Bit Compiler =
(gee)

Output ELF

(main.o)

Opcode
Obfuscation
) RSV =)
Wrapper
Script

VHDL Descriptions
for Program & Data
Memories

Inst_code_0.pkg
prog_mem_0.vhd
data_mem_0.vhd

Inst_code_1.pkg

Inst_code_3.pkg
prog_mem_3.vhd

data_mem_3.vhd

CyberShield |:> CyberShield Header
Environment (cybershield.h)
Files C Env. Setup
(crt0.S
SUCT I Program Binaries
“Executable Linker File”| =) Program Binaries o) &
. & o Variables
Variable Definitions
o
CwIBERDHIELD
Core 0 Core 1
(CRisc-vcru ) (CRisc-vcru )
Prog Mem Prog Mem
Data Mem Data Mem
Combine
Memory HDL Core 2 Core 3
Files with Rest (CRISC-V.CPU ) (CRISC-vV CPU )
of CyberShield Prog Mem Prog Mem
HDL = Data Mem Data Mem
Description

Synthesis and
Implementation
=Y using FPGA Tools 122

FPGA
Bitstreams

RIS N [=A Configuration

Download

Bitstreams to
FPGA

Memory
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The CyberShield Concept

* Why add more than two computing cores?
* That's the flight computing component.
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R
The CyberShield Concept

* Why add more than two computing cores?
* That's the flight computing component.

e

UAS (RIS GPS OCX) ~ USA (RMDP

atriot) Missiles (RMD Patriot)
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The CyberShield Concept

* Why add more than two computing cores?
* That's the flight computing component.

seeRERS

UAS (RIS GPS OCX) USA (RMD Patriot)

Recombination Nuclear Displacement Oxide Charge Trapping

Metal \ Metal

Oxide \ Field Oxide

= Oxide

N = W =
- X

}4 SEE’s >}< TID

Y
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Spaceflight Computing

MSU has a history of building and deploying space computers.
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The RadPC Architecture

FPGA -
|Reconﬁgurable HW |Reconﬁgurable HW
I/O 110

Data Data
CPU C:= Memory CPU C:= Memory

: :I Program = Program
Memory Memory
[Reconfigurable HW | [Reconfigurable HW

I/O 110

Data Data
CPU c:= Memory CPU c:; Memow

Program Program
Memo Memory

s 20090 G Configuration
188808088 sv00000000008606066" 9 NMR Voter &| | Data Memory

O ErY oamm e recas "-.-.r.a_g 0000066 Memory Synchronizer| | ECC/Scrubber
5 : Monitor

RadPC combines reconfigurable logic and redundancy mechanisms to
protect program execution from radiation faults
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TRL-6: Test of Internal Memaory Repair
Subsystem in Space Environment.

{3U CubeSat, 24 mo) TRL-8: Full System Flight

Qualified and Operated in

Space Environment.
Low TRL-6: Test of Redundant Core Repair o -y (Lunar Surface, 0.5 mo)
Earth Subsystem in Space Environment.
e (International Space Station, 12 mo) ) L SET Y TRL-6: Test of
Orbit = P Configuration Memory

Repair Subsystem in
Space Environment.

] - s - {3U CubeSat, 24 mo)
in Relevant Environment. ; -y TRL-7: Test of Full System

(UP Aerospace, 15 min) o~ % Y] Prototype in Space

TRL-5: Proof of Concept of Redundant Environment.
(ISS, 12 mo)

TRL-6: Test of Power Subsystem

Cores in Relevant Environment.
{MSU Balloon Program, 3x, 90 min)

Sounding

TRL-6: Test of
Mechanical Subsystem in
Relevant Environment. TRL-6: Test of CPU Subsystem in
TRL-3: Proof of Concept of (Terrier-Orion, 15 min) Relevant Environment.
Redundant Cores. (WorldView StratoCraft, 8 hrs)

Ground Tl 4 ! ” TRL-6: Test of Full System in
; Relevant Environment.
TRL-4: Proof of Concept of Redundant (Raven Thunderhead, 50 hrs)
Core Repair in Radiation Laboratory.
(Texas A&M Cyclotron)

RadPC in Space

Timeline of RadPC missions and demonstrations

Mountains {& Minds
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R
RadPC — Flight Heritage

* RadPC has extensive mission
history and flight heritage.

— 8 high altitude balloons
— 2 sounding rockets

— 3 International Space Station
missions

— 2 Cubesat satellites
— 1 upcoming lunar mission

* Flight heritage determines the
aerospace/defense industry’s
confidence in implementing
hardware and software.
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Fault Resilience

 What is the connection between
space radiation and malware?

¢
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Fault Resilience

* What is the connection between
space radiation and malware?

— Unexpected error injection
— Manipulation of program data

— Mitigation through
redundancy

¢
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CyberShield + RadPC

CyberShield Tool Chain (5)

Combine with
CyberShield

How do we leverage RadPC'’s fault
recovery mechanisms?

‘A MONTANA

 STATE UNIVERSITY

Software

Development

32-Bit Compiler

(gee)

Source file(s)
(main.c)

Output ELF
“Executable Linker File”
(main.o)

Environment
Files

Extract

Program Binaries o) &

&

Variable Definitions

Source file(s)
(main.c)
CyberShield Header
(cybershield.h)

C Env. Setup
crt0.S

Program Binaries

Variables

Opcode
Obfuscation
& VHDL
Wrapper
Script

Synthesis and
Implementation
using FPGA Tools

PR ( N\
ey OTgs=RSHIELD
for Program & Data

Memories Core 0 Corel )
Inst_code_0.pkg (_RIsC-vCpPU ) (RISC-VCPU )
prog_ mem_O,vhd Pi_Prog Mem Prog Mem
data_mem_O.vhd e=ppl_Data Mem Data Mem

_mem_| \ g
Inst_code_1.pkg Combine
prog_mem_1 vhd Memory HDL Core 2 ( Core3 )
= = Files with Rest (CRISC-V CPU ) (CRISC-V.CPU )
data_mem_1.vhd =
of CyberShield Prog Mem
Inst_code_2.pkg HDL, Data Mem Data Mem
prog_mem_2 vhd Description C ]
data_mem_2.vhd
( QMR Voter )
Inst_code_3.pkg =
Instruction Program, Data, &
prog_mem_3 vhd Register Malware Configuration
data_mem_3.vhd Monitor Memory
\[ Malware Removal ]| Monitor/Repair

FPGA
Bitstreams
(cybershield. bit)

Download
Bitstreams to
FPGA
g Configuration
Memory

Mountains & Minds




B s
CyberShield + RadPC

CyberShield Tool Chain (5)

: Combine with
Desv:flt:;:znt = So(u,:f;,: "S(S) (SN =) | [CyberShield Header
I:l : Envirpnment
=i
crt0.S
— Use the Quad Modular | Ey

* How do we leverage RadPC’s fault
recovery mechanisms?

RISC-V Output ELF Extract P Binari
REdundan cy (QMR) Standard _“Y 32-Bit Compiler [27 “Execut:t';: Linker File’| =) ngram&Binaries = rogram& e
from RadPC to create 4 cores. = o) varibie Dorniiors JIN I
I s N
- VHDL Descriptions O - — e
Ensure eaCh Core Only for Program & Data \Jh(:inBER:Hc:::LD
Memories
I (RISCV.CPU ) (RISCV CPU )
understands its own opcodes. e cose fore D s
data_mem_0.vhd e=ppl_Data Mem Data Mem
- 1 1 Inst_code_1 pk Combine
Add a voting mechanism to ol | em=lna ]| T
. . &l\’f;aDl'_on e hG Files with Rest (RISC-V.CPU ) (CRISC-V.CPU )
= = f CyberShield
determine which core has been wramper [ i f CyocrShie )| b
Script prog_mem_2.vhd Description 5 )
attac ked . data_mem_2.vhd
Inst_code_3.pkg ( - BMRNVoter )
Instruction Program, Data, &
z prog_mem_3 vhd Register Malware Configuration
— Add a recovery mechanism to
\[ Malware Removal ]| Monitor/Repair

refresh the faulted core in
hardware.

Implementation Bitstreams FPGA
using FPGA Tools R ANV LT Rl) =) Configuration
Memory

¢
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R
Malware Recovery Demonstration

Functionally Equivalent Systems
“MSP430 vs. CyberShield”

Both running closed-loop control code to
keep missile upright and accepted setpoint
angles over UART.

T [UART for angl
(47 or6l

g
e

[Stepper motor for control Angle sensor ]

’-.
M MONTANA Mountains £ Minds
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R
Within The Memory Map ...

while(1){
for(index=@xFFFF;index!=0;index--){
_NOP();

temp = RXBUF[@];

if(temp == '1'){
set_angle = 47;

Yelse if (temp=="2"){
set_angle = 79;

telse{
set_angle = 61;

3

if(rx_index == 1){
rx_index=8;

2

temp = decode_array[P1IN];

if(temp<set_angle){

P20UT &=~(BIT2); //enable stepper motor

P20UT |=(BIT1); //set direction
P20UT &=~(BITS); //set direction
temp = set_angle-temp;

}else if (temp>set_angle){

P20UT &=~(BIT2); //enable stepper motor

P20UT &=~(BIT1); //set direction

P20UT |=(BIT5); //set direction
temp = temp-set_angle;

Yelse{
P20UT |=BIT2; //Disable stepper motor

¥

frequency = 4000 - 63*(temp);

}
}

#pragma vector = TIMER@_B@_VECTOR;
interrupt void Timer ISR(){
TB@CCR@+=frequency;
P20UT ~=BIT4;
//frequency+=1;
TBOCCTLO &=~ CCIFG;
TBeCCTLe

// Service UART

#pragma vector = EUSCI_Al_VECTOR

__interrupt void ISR_EUSCI_A1(void) {
RXBUF[rx_index++] = UCALRXBUF;
UCALIFG &= ~UCRXIFG;

}

STATE UNIVERSITY

Program Vulnerabilities

(Classic Buffer Overflow Attack)

Address Data Memory

X2000

decode_array

frequency

set angle

rx index

RXBUF

index

= Global
Variables

Local Variables

ISR Return Addresses

Stack

Mountains {& Minds




R
Within The Memory Map ...

i Program Vulnerabilities

R (Classic Buffer Overflow Attack)
}else if (temp==‘2,'){
}els:?t_angle = 79;

e - o Address Data Memory
if(rx_index == 1){

. rx_index=8; XZOOO
temp = decode_array[P1IN]; deCOde_ar ray
if(temp<set_angle){

P20UT &=~(BIT2); //
P20UT |=(BIT1);

enable stepper motor

P20UT &=~(BITS); / : diteai?n Bad Set Anqle
U =n 5 //set direction
temp = set_angle-temp; : Set anq 1e G 10ba1
}else if (temp>set_angle){ — -
=~ ; //ena s r motor
o2t Aen(oLTh)s Jraet direceion NOP ariables
P20UT |=(BITS); //set direction

temp = temp-set_angle; NOP

Jelse{
y P20UT |=BIT2; //Disable stepper motor NOP
frequency = 4000 - 63*(temp);
g e - Malware
}
Malware
#pragma vector = TIMER@_B@_VECTOR;
interrupt void Timer_ISR(){
TB@CCR@+=frequency; Ma.l-ware
P20UT ~=BIT4;
//frequency+=1; Malware
TBOCCTLO &=~ CCIFG;
TBOCCTLO St ac k
} S—
// Service UART S c Shle S
#pragma vector =
__interr, 11010 ove AR C
RXBUF[rx_1index: =
. UCALIFG &= ~UCRXIFG; RO goe = a X3000 ISR Return Addresses
a0are AN0 a) N\ /0 a)
alue 1or RXB



R
Within The Memory Map ...

e Program Vulnerabilities

it | Sl e Cene ope (Classic Buffer Overflow Attack)
::E?i;ﬁ;izpi by adding a delay loop

e - SR Address Data Memory

if(rx_index

X rx_index= s AR O compiete 000
hefore resetting the ino decode_array

temp = decode_ar

if(temp<set_angle)
P20UT &=~(BIT2) 9 C 2 Dad 0 (

raour |1-E171); N Bad Set Angle
P20UT &=~(BITS); //set direction
temp = set_anglé-temp; Set anq .Le G 10ba1
telse if (temp>set_angle){ — -
P20UT &=~(BIT2); //enable stepper motor
P20UT &=~(BIT1); setcdi'ection I NOP arlab -I'eS
P20UT |=(BITS); // direction
temp = temp-set_angle; NOP
Jelse{
P20UT |=BIT2; //Disable stepper motor NOP
¥
f = 4000 - 63*(t H
: requency (temp); Ma'lware
}
Malware
#pragma vector = TIMER@_B@_VECTOR;
interrupt void Timer_ISR(){
TB@CCR@+=frequency; Ma.l-ware
P20UT ~=BIT4;
//frequency+=1; Malware
TBOCCTLO &=~ CCIFG;
TBOCCTLO St ac k
j
// Service UART g g g . g
#pragma vector =
__interr, 11010 ove AR C
RXBUF[rx_1index: =
. UCALIFG &= ~UCRXIFG; RO goe = - X3000 ISR Return Addresses
addre alld I'e eve C
alue 1or RXB



R
Within The Memory Map ...

for(index=@xFFFF;index!=0:i

¥

#pragma vect O

while(1){

}

_NOP();

temp = RXB!
if(temp ==
set_angle
telse if (temp=
set_angle =
telse{
set_angle = 61
3
if(rx_index
rx_index=
1
temp = decode_ar

if(temp<set_angle)
P20UT &=~(BIT2)

P20UT |=(BIT1); /9

P20UT &=~(BITS);

temp =
}else §
P

Jels

freq

interrupt voi
TB@CCRO+
P20UT ~=B

/frequenc

TBOCCTLO &=~

TBOCCTLO

//set direction

}

// Service UART
#pragma vector =
__interr,

RXBUF[rx_1index: =
UCALIFG &= ~UCRXIFG;

Program Vulnerabllities

(Classic Buffer Overflow Attack)

Address Data Memory

000

decode_array

Bad Set Angle

set angle

NOP

NOP

NOP

Malware

Malware

Malware

Malware

ISR Return Addresses

Global
ariables

Stack



R
Within The Memory Map ...

e Program Vulnerabilities

temp = RXEE 2. But the developer (C| .

i eemp = - " assic Buffer Overflow Attack)
. |bntrogg_ced adVlillne{abllle . J
-l y adding a delay loop in

Wasiame (he main program to allow Address Dagta, Memor

T e the UART to complete 000 v

e _arrad

temp = decode_ar before resettlng the InpUt

if(temp<set_angle)

P20UT 8=w(81T2) buffer size back to O.

P20UT |=(BIT1); /¥ g

P20UT &=~(BITS); //set direction

temp = set apnecle_temn: .

}else §
P

B#® 3 This allows the attacker

- to stream in malicious '/

. code and replace the Pl
e correct ISR return address. '

}

interrupt vo
TB@CCRO+
P20UT ~=B
//frequenc
TBOCCTLO &=~

/7 TBOCCTLO . h Stack
: : 7
P—— 1. When user sends new ‘

”_"22&";“53:“” - ' setpoint over UART, an
: UCALIFG &= ~UCRXIFG; |RQ tr|ggers’ Sta(-;ks return X3000 l SR REturn
address, and retrieves new
value for RXBUF.

ddresses

¢
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Redundancy Advantage

* Each CPU’s memory has the exact same malware opcodes ...

CPU 00

CPU 01

CPU 02

CPU 03

decode_array

decode_array

decode_array

decode_array

rx index

frequency
Bad Set Angle |

NOP

NOP

NOP

Malware

Malware

Malware

Malware

{X* MONTANA

frequenc

rx index

frequenc

rx index

frequenc

rx index

Mountains & Minds
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Redundancy Advantage

* ... but only one core can actually run the malware.

CPU_00 CPU 01 CPU 02 CPU 03

frequenc fregquenc frequenc
rx ind x|

{X* MONTANA B i
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Redundancy Advantage

* So what kind of processor core should be used for this strategy?

CPU_00 CPU 01 CPU 02 CPU 03

frequenc fregquenc frequenc
rx ind x|

{X* MONTANA B i
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I
MSP430

+ The MSP430 is a 16-bit wi3 TExAs INSTRUMENTS
microcontroller provided by Texas
InStru ments ﬁ Energia LaunchPad v:ei:sli':mSP43062452

* The opcodes are widely available
due to public documentation.

* The processor’s functions are
proprietary and difficult to replicate
without insider access.

* No open-source softcore versions
for FPGAS exist.

digitalRead() and digitalWrite()

digitalRead(), digitalWrite()

7o Il MOS| (BO) GREEN_LED

cSveO0eErdSIN

[EE89) Rei vilo, 2012-2015
embeddedcomputing.weebly.com
version 1.6 2013-08-05

¢
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R —
The RISC-V Processor

* RISC-V is an open-source

Industry Standard Architecture ®
(1SA). by RISC

 Base form is a 32-bit integer-
based core (RV32l).

e RISC-V cores can be

implemented onto FPGAs with % - MJ ﬁ;;z:izn J

easy access to signals. oy [ ——sfosaenn
* Adesign must conform to the - M o

RISC-V ISA to be considered . e

functional.

¢
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Our RISC-V HDL Core

0x0000_0000

) RISC-V RV32| 4{ PROGRAM COUNTER ‘

(PC)

L ) 0x0000_1000
I SA nger Counter INSTRUCTION MEMORY
. ) i (IMEM)
- 32' b It ' | Ox0000_2000
. Instruction INSTRUCTION MEMORY GPIO 00
re g |Ste ) " Opeodes ] (IMEM) 0x0000_2100
GPIO 01
_ 0x0000_Z200
I n te g e r Instruclinnl Operands Instructinnl Operands . UART 00
. . S N S
Operations i N UART 01
REGISTER MAP GENERATOR
0x0000_2400
SP1 00
T S
d V H D L 7 0x0000_2500
C SPI 01
O m p O n e n tS a0 S ARITHMETIC LOGIC UNIT « 0%0000_2600
(ALU)

0x0000_2000

e 4k IMEM , 4k Oup e e DATAMEMORY
DMEM ' v L (DMEM)

0x0000_4000

Branch BRANCH DATA MEMORY
Program

« 2GPIO, 2 UART, == eawm
2 SPI

Mountains {& Minds
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Software Development

[ ] Th e RV32I co m pi Ie r iS main - ¥s o Go to file Add file ~ ¢>» Code ~
prOVIded by the R I SC-V . cmajor-resilient Merge pull request #2 from cmajor-resilient/edge_detection . D10
Collaboration —

i Our Custom Makefile include

lib

compiles C into binaries,
then exports binaries to
VHDL. vhdl

* Minimal standard e
libraries are currently
supported (stdint.h) in the
CyberShield system.

reports

scripts

README.md

README.md

{Xf MONTANA S ——
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Image Processing Demonstration

{X* MONTANA B i

STATE UNIVERSITY



R
Image Processing Demonstration

* We use the RISC-V architecture to process an image from a camera.

* A UART command specifies if the screen should show the image or
the edge detected version.

 The UART is our attack vector for our buffer overflow attack.

* Each processor core has different opcodes but the same attack
vector.

¢
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Demonstration Video

{X* MONTANA B i
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http://www.youtube.com/watch?v=6TIfxAxXCkE

MONTANA

STATE UNIVERSITY

Questions?

CyberShield Tool Chain (4)

Combine with

Source file(s)
(main.c)

Software Source file(s) ; -
Development (main.c) CyberShield CyberShield Header
Environment (cybershield.h)
Files C Env. Setup
(crt0.S
m
1]
RISC-V Output ELF SUCT I Program Binaries
32-Bit Compiler “Executable Linker File” Program Binaries &
(geo) (main.o) & Variables
Variable Definitions
— 'S R
VHDL Descriptions CO)C':’BERSHIELD
for Program & Data — —

M 3 ore ore
|nsl_32:g_lgikg (CRisc-vcpu ) (CRisc-vcPu )
prog_mem_0.vhd Prog Mem Prog Mem
data_mem_0.vhd — Data Mem Data Mem
Inst_code_1.pkg Combine

OpCOd? prog_mem_1.vhd Memory HDL Core 2 Core 3
Obfuscation [ebpen 1] TR Files with Rest (RISCVCPU ) (RISCVCPU )
“;‘Vr\;HD; B W of CyberShield Prog Mem Prog Mem
Scﬁgt [Linst_code_2.pkg ] H[.)L . Data Mem Data Mem
prog_mem_2.vhd Description
data_mem_2.vhd
Inst_code_3.pkg Instruction Program, Data, &
prog_mem_3.vhd Register Malware Configuration
data_mem_3.vhd Monitor Memory
\| Malware Removal Monitor/Repair
Download
Synthesis and FPGA Bitstreams to
Implementation Bitstreams FPGA
using FPGA Tools (cybershield.bit) Configuration

Memory
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